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About this guide

This guide tells you how to protect your entire network from viruses by
using Sophos EM Library.

It tells you how to
m install EM Library
B set up automatic downloading of Sophos software

W install Sophos Anti-Virus (if you are a new customer) on Windows,
Mac, NetWare, Unix and Linux computers

B monitor downloading
m configure downloading

m uninstall EM Library.

More information

This guide describes the initial installation and use of EM Library.

m For information about using EM Library on large networks, and about
all configuration options, see the EM Library user manual.

B Most Sophos documentation is published on the Sophos CD each month.

Technical support

UK (24 hours): (+44) 1235 559933 support@sophos.com
USA (24 hours): (+1) 888 767 4679  supportus@sophos.com
Australia (24 hours): (+61) 2 9409 9111  support@sophos.com.au
France: (+33) 1 40 90 20 90 support@sophos.fr

Germany (24 hours): (+49) 6136 91193 support@sophos.de
Japan (24 hours): (+81) 45 227 1800  support@sophos.co.jp
Singapore (24 hours): (+6b5) 6776 7467 supportasia@sophos.com
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About EM Library

What is EM Library?

Sophos EM Library enables you to set up automatic updating of Sophos
software (applications, tools, virus identities) from a Sophos website.

Which types of computers can EM Library keep updated?
EM Library can maintain Sophos Anti-Virus on
® Windows NT/2000/XP/2003

B Windows 95/98/Me

m NetWare

m Mac OS X and 0S8/9

B Unix and Linux.

How does EM Library work?
EM Library consists of
B a console used to administer the library (see below).
W a library to which you download software and from which you deploy it.
Once you have set up a library, it

W connects at set times to a databank, a Sophos website where the latest
versions of Sophos software are available

B downloads the latest versions of the software packages to which the
administrator has subscribed

W places the updated software in central installation directories (CIDs) in
a form suitable for installation on client computers.

The clients update automatically from the CIDs, provided the Sophos
software installed on them has been configured to do so.
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How EM Library updates your network
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Upgrading to EM Library

How do | upgrade from Enterprise Manager 1.01/1.02 to EM Library?

If you installed Enterprise Manager on a single computer, install EM
Library 1.1 straight onto that computer. EM Library replaces the old
library and uses the settings you specified for it.

If you have “child” libraries, or manage more than one library from a
console, you should follow these guidelines:

B Start by updating the lowest-level “child” libraries and work upwards (as
your old libraries cannot update from new libraries created by EM Library).

B Libraries created with EM Library must be managed by consoles
created by EM Library. Likewise, libraries created by Enterprise
Manager must be managed by consoles created by Enterprise Manager.

For more information, see the EM Library release notes.

How do | use EM Library on networks where Sophos Anti-Virus has
already been installed manually?

EM Library can manage and update your existing installations.

If you have default central installations of Sophos Anti-Virus for Windows,
EM Library will find them and use them automatically (as long as they are
on the same computer).

If you have non-default central installations for Windows computers, or if
you want to keep NetWare, Mac or Unix computers updated, you have to
configure EM Library to take over your existing installations. The
instructions for setting up EM Library tell you how to do this.
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Using EM Library on large networks

How can | manage large networks more efficiently?

This guide describes the use of a single library. If you have a large network,

you can use additional central installations or libraries. See the EM Library
User manual, sections 15 to 22.

How can | use EM Library to help with software evaluation?

You may want to evaluate each version of Sophos Anti-Virus as it becomes
available and then decide whether to update your entire network. EM
Library enables you to do this by using “fixed version” software for your
main network and “latest version” software for the test network. See the
EM Library User manual, sections 23 to 25.
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Installing EM Library
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1 Preparing for installation

1.1 About installation

To set up EM Library, you

B install the console

create a library

configure the library to download software automatically

select the software you want to download

select the directories to which the software will be downloaded (this step
is optional)

W pre-configure the software (this step is optional)
B download the software for the first time.

If you have not installed Sophos Anti-Virus on your network before, you
must then make a first-time installation. This guide leads you through that
process too.

1.2 System requirements

10

The computer where you install EM Library console needs to be running

B Windows NT 4 (Service Pack 6a), Windows 2000, Windows XP or
Windows 2003

B Microsoft Management Console (MMC) version 1.2 or higher
W [nternet Explorer 5 or higher.

m 20 MB free disk space for installation. Additional space is needed for
the data held in libraries and central installations.

The computer on which the library is installed (the instructions in this guide
assume it is the same computer) must be running these services:

B Server

B Workstation

B Remote Procedure Call (RPC)
[

Task Scheduler (only if you put the library on a different computer from
the console).
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You can check the status of these services via Control Panel|Services
(Windows NT), or Control Panel|Administrative Tools|Services (Windows
2000). They must be configured to start automatically. If the Task
Scheduler is not shown, a later version of Internet Explorer may need to be
installed (e.g. version 6)

If you use a dial-up connection to the internet, change your internet options
before installation, as described in the appendices of the EM Library user
manual.

If you access the internet via a proxy server, you should be using one of the
following authentication protocols: Anonymous, Basic or NT
Challenge/Response (NTLM).

1.3 The user accounts and groups you need
To use EM Library, you must have:

B An account that gives access to the Sophos web server. The username
and password are supplied to you by Sophos.

B An account that EM Library uses. The setup program offers to create a
local account for you. However, if you want to use EM Library to
update CIDs on remote computers, you must specify a network
account.

You may also need the following accounts.

B Accounts or groups that are authorised to use the library. Sophos
recommends that you create a new domain group for these users.

B The proxy server account (if you access the internet via a proxy).
If you have not installed Sophos Anti-Virus before, you will also need

m A network account used to update Sophos Anti-Virus automatically on
Windows NT/2000/XP workstations. (See Appendix 1)

11
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1.4 Further steps if you already use Sophos Anti-Virus

12

If you already have Sophos Anti-Virus on your network, do as follows.

m Check and note down the location of your Sophos Anti-Virus central
installation directories (CIDs) or, in the case of Sophos Anti-Virus for
NetWare, the folder where updates are placed.

W Delete any virus identity files (IDEs) in your CIDs.

m If you have previously been updating Sophos Anti-Virus from CD, rather
than using Enterprise Manager, remove any previous installation of the
SAVAdmin administration tool (see details below). EM Library will install a
new copy of SAVAdmin.

To remove SAVAdmin, delete the SAVAdmin folder, located by default at
C:\Program Files\Sophos\SAVAdmin\Ver 2.20

You will not lose your SAVAdmin configuration information (for example,
SAVAdmin computer groups that you have set up).
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2 Installing EM Library

To install EM Library, you
B install the console (section 2.1)
W create a library (section 2.2).

@ !f you are upgrading from Enterprise Manager, you do not see all the dialog
boxes shown below, and you do not have to reinstall or update your local
library.

2.1 Install the console

o The console is an MMC snap-in that enables you to administer an EM
software library.

1. Log on as an Administrator at a Windows NT/2000/XP/2003 computer.

If you have already downloaded the EM Library files from the Sophos
website, unzip them, double-click Setup.exe and go to step b.

2. lInsert the Sophos CD in the CD drive. The CD should auto-run. If auto-run
is disabled, run D:\Launchcd (where D: is the CD drive).

3. In the Sophos CD window, click EM Library.

4. At the next screen, start the setup program. The installation wizard is
started.

5. In the Sophos EM Library Console - InstallShield Wizard dialog box, click
Next.

i‘é‘- Sophos EM Library Console - InstallShield Wizard |

Welcome to the InstallShield Wizard for
Sophos EM Library Console

The InstaliShield(R) Wizard will install Sophos EM Library
Console on wour computer, To continue, click Mext,

WARMIMG: This program is protected by copyright: law and
international treaties.

< Back Cancel

13
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6. In the License Agreement dialog box, read the agreement. If you accept the
agreement, click Yes to continue.

i'é" Sophos EM Library Console - InstallShield Wizard |

License Agreement —
[ipa
o

Plzase read the Following license agreement carefully.

SOPHOS END-USER LICENCE AGREEMENT E

Please read carefully the following legally binding End-User Licence

Agreement between Sophos and You for the Software defined below. By

clicking the accept button, breaking the seal on the software package or
installing, copying or otherwise using this Software You agree to be bound by

the terms of this End-User Licence Agreerment. If You do not agree with the

terms of this End-User Licence Agreement, click the button that indicates that
you do not agree to the terms of this End-User Licence Agreement and do not
install the Software. If ¥ou do not agree to the terms of this End-User Licence |

" 1 accept the terms in the license agreement

¥ T do not accept the terms in the license agreement;

< Back I fExt = I Cancel

InistallShield

7. In the Setup Type dialog box, select Typical for a standard installation.
Click Next.

@ !f you want to install the console in a non-default location, select Custom
instead. You will then see a custom setup dialog box in which you can

choose the location.

i'é" Sophos EM Library Console - InstallShield Wizard x|
Setup Type —
_ [ain)
Chaoose the setup bype that best suits vour needs, Qv

Flease select a setup bype.

All program features will be installed, {Requires the most disk
Space. )

" Custom

hoose which program Features vou want installed and where they
will be installed, Recammended For advanced users,

InistallShield

< Back I Mext = I Cancel

14
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8. In the Ready to Install the Program dialog box, click Next.
]

Ready to Install the Program [

The wizard is ready to begin installation.

AP
wy

Click Install ko begin the installation,

IF wou want to reviews or change any of wour installation settings, dlick Back. Click Cancel ko
exit the wizard,

Imstallshield

< Back Cancel

9. The progress of installation is displayed. Wait for installation to be
completed.

i‘é’l Sophos EM Library Console - Installshield Wizard =10 =]

Installing Sophos EM Library Console
The program Features you selected are being installed. [‘“'

Please wait while the Installshield Wizard installs Sophos EM Library
Console, This may take sewveral minutes.

Skakus:

Copying new files

Imstallshield

= Back Mext = izancel

15
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10.1In the InstallShield Wizard Completed message box, ensure that Launch
the program is selected. Then click Finish.

i_-.% Sophos EM Library Console - InstallShield Wizard il

0

InstallShield Wizard Completed

The Instalishield wizard has successfully installed Sophos EM
Library Consale. Click Finish to exit the wizard,

[ Launch the program

< Back TR pom—

11.A progress bar is displayed. Wait for the console to be launched.

16
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12.The console is displayed as a snap-in within MMC 1.2.

The left-hand pane displays the console tree, which you use to access the
library (or libraries). The right-hand pane is the details pane. This pane
displays details of the item highlighted in the console tree.

You are now ready to create a library (section 2.2).

@ !f you are upgrading from Enterprise Manager, you do not have to reinstall
your local library. However, if you now want to use EM Library to manage
Sophos Anti-Virus for Mac, NetWare, Unix or Linux, you should read
section 3 and then section 5 (or section 11, if you manage Unix or Linux).

MMC EM Library Details
menus menus pane

'y Sophos Enterprise Manager - [Console Root',EM Library - {not connected}] (=]
Jﬁ] LConzole  Window  Help |J D = H | _I- _Iﬁl ll|

Action Eiew}vﬂk&s/q__ibraw Tools :D = =5 | | | 2 |J ﬁ = |
TﬁLEa__r:raLll i

f_1 Consale Root T 1’ Welcome to
] "llg To start ugir@ EM Library, pou must create or open a library. A library is a Segptral location in which pou

O;\' BEE A Library - [not connected)
downlgad software packages and make them available to workstations or other "child” libraries.

Create librany | Creates a new library.
Open librany | Opens an exigting librarny.

Console
tree

17
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2.2 Create a library

@ The library is a central location to which you download Sophos software.
1. In the console, in the details pane, click Create library.

2. In the Setup - EM Library (Welcome) dialog box, Local Installation is
selected by default. Click Next.

o If you want to install a library on a remote computer, select Remote

Installation and follow the instructions. For details, see the EM Library
User manual, section 22.2.

Setup - EM Library (Welcome) ﬂ

- ‘wielcome to the Sophos EM Library Setup Program.
: ‘ ". Chooze the type of ingtallation and click Mext to

II F begin.

= Remate Installation

< Back I Mext > I Cancel |

3. In the Location dialog box, you specify where the library is installed. In the
Install Location text box, accept the default folder, or type an alternative
folder (as a local path). In the Library Share Name text box, accept the
default share name for that folder, or type an alternative. Click Next.

Setup - EM Library {Location) x|
Location :1’1
Enter the inztall lacation [,‘“'

Enter the lazal directary pou want the files to be installed ta.

Itstall Locatian:

C:Program Files'S

Library Share Mame:
SophosEb

< Back I Next » I Cancel

18
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4. In the Install Files dialog box, click Install to begin installing the library. A
progress bar is displayed.

@ You can not interrupt installation. If you click Cancel, the wizard is closed,
but installation continues.

Setup - EM Library {(Network) x|
Install Files o
Progress of installation [ﬂ.’;

Prezzing ‘Install’ will initiate the installation.

Prezzsing the 'Cloge’ button will only close the wizard. The installation will still be
continued in the background.

Setup Progresz:

< Back I Install I Cloze

5. When installation is complete, a SETUP message box is displayed.
Click OK. This starts a wizard that guides you through setting up an
account that EM Library can use (section 2.3).

x

& Installation completed succesfully,

19
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2.3 Selecting an EM Library account

Now you select the EM Library account.

In the Welcome to the Network Account Configuration Wizard dialog box,
click Next.

Metwork Account Configuration Wizard | ; x|

Welcome to the Network Account
A " Configuration Wizard

I' This wizard will guide you through the selection and
configuration of an account uged by EM Libram to access
network resources.

To continue, click Mext.

In the Select network account type dialog box, select the option that best
suits your needs.

If you have a single library and all the CIDs are on the same computer,
click Create a new local account. EM Library will create an account called
EMLibUserl. This is a member of “Administrators” and a new group called
“EM Library users”.

If you intend to have multiple libraries,or remote CIDs, click Select an
existing account. Enter the details of a domain account with domain
Admininstrator rights. (For details of how to create an account, see
Appendix 1.)

Click Next.
Network Account Configuration Wizard ] x|
Select network account type _ﬂh
Select an account that iz most appropriate [‘"'

' Select an existing account
ALEIYHammond Browse . |

" Create a new local account

Ay account with e name EMLIDU ser will be ereated, You will be able b enter the password
far this account on the hest page:

< Back I MNest » I Cancel
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3.

In the Enter account password dialog box, enter and confirm a password.

Click Next.

Network Account Configuration Wizard x|

Enter account password Eﬁh
Carefully enter and retype vour account password CTTT

Enter and confirm the pazsword for the account your have selected:

Selected ugername: ALBINHammond

Pazsword: I xxxxx

LConfirmn password: I’“"““i

Thiz information will remain confidential and will be held securely by
the Windows operating systen.

< Back I Hext = I Cancel

In the Completing the Network Account Configuration Wizard dialog box,

click Finish.

Metwork Account Configuration Wizard

Completing the Network Account
Configuration Wizard

The wizard will configure ER Library d
to uze the existing account ALBI4H ammond.

[ |

To cloge this wizard and use the selected account, click
Firish.

¢ Back Cancel

Next you set up EM Library messaging so that you can receive error
messages or warnings when you configure the library (section 3).

21
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3 Setting up messaging

22

By default, EM Library places details of all its activity in the system Event
Log. You can also set up email or network messaging, so that you are
alerted to any problems.

In the console, on the Tools menu, select Options.
In the EM Library options dialog box, click the Notifications tab.

In the drop-down menu, select the form of message you want to receive
(e.g. email, desktop). Then deselect Disable alerts for this notification
method.

Select EM Library activity and then select all the options. This ensures you
receive information about any problems during installation.

Later, you can change these settings if you want to receive fewer messages.

If you are setting up email messaging, click Configure and continue to step
3. Otherwise go straight to section 4 to set up automatic downloading of
software.

EM Library options x|

Cansole options | Security  Matifications ]

Matification method:
|Email =]

[~ Dizable alerts for this notification method

[ EM Library activity
- wihen pou gelect "EM Librany activity' ermor notifications are

1 zent automatically. vou may also include notifications for the
following:
v Warnings

v Completed actions

[ Werbose mode for koubleshooting

[v Meszages from Sophos

Iv Dowrloaded IDE s and packages

d

LConfigure ...

0K | Cancel Apply
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3.

In the Email Settings dialog box, enter an email address in the “From”
address text box. Any undelivered email will be returned to this address. In
the Recipients text box, enter an email address to which you want
messages sent and click Add. In the SMTP server text box, enter details of
your SMTP server. Then click Test. EM Llbrary will send a test message to
each recipient.

Click OK to return to the Notifications tabbed page. Then click OK again.

Now you set up automatic downloading of software (section 4).

Email Settings x|

—"From'' addrezs

Iadministratur@suphus.mm

— Recipients

Ieml_admin@su:uphu:us.u:u:um

Add
ern|_admind@zophos. com Fiemaove |

—SMTF server

smitp.zophoz. com Test |
] I Cancel |

23
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4 Setting up automatic downloading

Now you configure the library to download and update software automatically.

4.1 Select Parent

24

@ The parent is the location from which you download software.

1.

In the console, in the details pane, the Configuration view is displayed.
Click Select Parent.

':m Sophos Enterprise Manager - [Console Root%EM Library {CALDARA'\SophosEM]] - |EI|5|

“"%1 Console  Window  Help

|0 HE| @ |=lelx

|J Action  Wiew  FEawvorites  Library  Tools |J o= | | | @ |J @ '_'_'%,

Tree IFavorites I

r— Configuration

[:l Console Root I 1'
C’; EM Library (Ca\Sophos .. ‘

| 4

3| Click here to select the "parent for your library. The parert is the location from
A which packages and updates are downloaded.

Gl Dzt | Click here to zet the download schedules for your library.
Select Packages | Click here to select zoftware packages.
Dawnload Packages | Click here to start the downloading of the zelected pack ages.

Ctart S drmin | Click here to administer deployments to individual work stations and groups of
computers.

r Motification

D

K]

KN i

|N0 scheduled updates

[Editing
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2.

In the Primary parent tabbed page, select the parent from which you will
download software. For this initial setup, ensure that Website is selected.
Select http://databank.sophos.com/databank. Click Set access.

EM Library (CALDARA\SophosEM) Properki x|
Prirnary parent | Secondary parent |

Select the default parent for thiz ibran.

LIRS O 1t /'l at abank. sophios. com/databankd Set access.. |
UNC path [fones Browse ... |

In the Web server access settings dialog box, select Use an account to
access the server. Enter the User name and Password that Sophos has
given you for use with EM Library. Both are case sensitive.

If you do not access the internet through a proxy server, click OK and go
straight to step 5.

If you do access the internet through a proxy server, select Use a proxy
server and enter the server’s address and port number. If you need to enter
credentials to use the proxy, click Advanced and go to step 4. Otherwise, go
straight to step 5.

If you access the internet via a dial-up connection, make sure you have
changed your internet connection settings as described in the EM Library
User manual

Web server access settings 5[

—Access account details

¥ Lse an account bo access the server
Uszer name: Iusemame
Password: I ********
Confirm password: I ******* &

Frouy server

[ Use a progy server
Address: I

Pork: ID Ldvanced |
]S I LCancel |

25
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4. If you clicked Advanced, the Advanced Proxy server settings dialog box is
displayed. Ensure Authenticate on the Proxy server is selected. Enter the
User Name for the proxy server (available from your network
administrator). Enter and confirm the Password. Click OK to return to the
Web server access settings dialog box. Click OK to return to the Primary
parent tabbed page and then click OK again.

Advanced Proxy server setkin |

Prowy server authentication

v Authenticate on the Proxy server

Uszer Mame: |user

xxxxxxxx

Paszwaord: |

xxxxxxxx

LConfirm pazsword: |

5. EM Library attempts to validate your account details. If it cannot (e.g.
because the details are incorrect, or because no network connection has
been made), it prompts you to make changes and try again.

When the account details are validated, the primary parent is displayed in
the Configuration view.

Next you schedule downloads from the parent (section 4.2).

26
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4.2 Schedule downloads

You must schedule downloads. EM Library will then download:

m New virus identities, which give protection against new viruses
automatically at the times you specify.

m Full product updates automatically at one of the times you specify. The
release of these updates is staggered, but you always receive the update
before it is available on the Sophos CD.

You can also carry out manual downloads (see section 16) or script automatic
updates from another program (see Appendix 3 in the EM Library user
manual).

1. In the Configuration view, click Schedule Downloads.

= — Configuration
: ‘1?‘
14

Click, here to select the "parent’ for your ibrary. The parent is the location from
which packages and updates are downloaded.

Parent website is http://databank.sophos.com/databank.

Seheduls Downloads | Click here ta set the downlaad schedules for waur libram.
Select Packages | Click here to select software packages.

2. In the Update schedules tabbed page, click New schedule.

EM Library (CALDARA" SophosEM) Propertie 5[

Update schedules |

The library will be updated according ta the zelectad schedules

Edit schedule | Mew zchedule |

K I Cancel | Apply |

27
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3. In the Welcome to the Schedule Wizard dialog box, click Next.

x
wWelcome to the Schedule Wizard
A

Thiz wizard will guide you through the creation of a new
schedule.

To continue, click Nexst.

Cancel

4. In the Schedule Name and Description dialog box, enter a Name and
Description for the schedule. Click Next.

Schedule Wizard |
Schedule Hame and Description A
Enter a name and description for the new schedule E?“'

Enter the name and dezcription far the new schedule:

M arne: IDownIoad schedule

D ezcription: IScheduIe for downloading from databank.

< Back I Mest > I Cancel

28
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5.

6.

In the next dialog box, you specify when the task will run. By default,
hourly updates are already set up. To change this, select the Days of week
when the task will run. Then, in the Hour browser, select an hour and click
Add. Repeat for each time when you want the scheduled task to run. To
remove a time, highlight the time in the right-hand window and click
Remove. Click Next.

Q The task will run during each hour that you selected (e.g. if you selected 9,

the task will run at a random time between 09:00 and 09:59).

Schedule Wizard |

b7

Enter the days and times at which updates will occur. Updates take place at a random
time during the hour you specify, e.g. enter 9 for updating between 9:00 and 3:59.

—Dayz of week——  — Time of day
v Sun
¥ Mon Hour IS _I; 09.00
vV Tue
 Wed add |
v Thu
= Remove
" i EEEE
v Sat

Cancel

In the Completing the Schedule Wizard dialog box, check that the details of
the schedule are correct. Click Finish.

1I
Completing the Schedule Wizard
AP

Mew Schedule:
Download schedule
Schedule for downloading from databank

|»

Schedule tpe(s]:

Schedule details:
Rur at
0300

an:
Sunday
Monday —
Tuesday
wednesday

Thureday LI

To close this wizard and create the schedule, click Finish.

< Back Cancel |

29
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7. In the Update schedules tabbed page, the new schedule is now displayed in
the list. Ensure that the checkbox beside it is ticked so that the update will
be run at the set time(s). Click OK.

Q You can activate only one schedule (by ticking its checkbox) at a time.

EM Library (CALDAR'SophosEM) Propertie: x|

Update schedules |

The library will be updated accaording to the selected schedules

[w|Download schedule [Schedule for downloading from databank:)

Edit scheduls |

ok |

You have configured EM Library to download updated software from the
parent at set times. Next select the software you want EM Library to
download and update (section 4.3).

30
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4.3 Select packages

@ Packages are Sophos products or files (e.g. Sophos Anti-Virus, virus
identities and administration tools) in a form suitable for downloading.

1. In the Configuration view, click Select/View Packages.

2. A progress bar is displayed.

L Downloading files from parent...

I

@ !f an error is reported, EM Library has either failed to read a file from the
databank or to write a file to the library or to a CID. It may be using an
account with insufficient rights, or your firewall may be blocking .DAT or
.DB files. Look in the message log (section 14) to find out what the
problem is.

3. In the Packages dialog box, the available software packages are displayed.
If no packages are displayed, check your connection to the Sophos databank.

By default, Sophos Anti-Virus for Windows packages are shown. To see
Sophos Anti-Virus packages for other platforms, deselect Show default
packages only.

To subscribe to packages, i.e. to ensure that they will be downloaded and
updated in future, select the check box(es) beside the packages. Click OK.

x

Packages |

Select the packages you want to use.

Packages | Yersion -
Sophoz Antitfins for Windows NT/2000/<P Latest [3.71t)
Sophoz Antitfins for Windows 95/98/Me Latest [3.71t)
Sophos Antitfing for Macintosh Latest [3.71t)
Sophos Antiirus for SAY for Linus (Intel ibcB) Latest [3.71t] b
[ Sophos Antitvins for SAY for Solaris [Intel) Latest [3.71t]
|?||Sn|:-hc-s Anbivinuz for SAY for Solanz ISPARCI LTtest [3.77t1 _Plll

To see package details. double-click on a package, or select a package and click "Properties”.
[~ Show default packages anly
v Show most recent packages only Braperties |

Ok | Cancel I Apply |

You have finished configuring the library to update software automatically.
Next download the software packages for the first time manually (section 5).
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5 Selecting directories for downloads

When EM Library downloads software, it places it in central installation
directories (CIDs) on the same computer as the library, from which it is
distributed across your network.

You should change the default directories if

m you already have CIDs in non-default locations

® you want to set up CIDs in non-default locations

m you want to use non-Windows versions of Sophos Anti-Virus.

If none of these apply to you, go straight to section 6.

5.1 Selecting the right directory for your operating system(s)

32

This section gives you advice on the type of directory you should use. The
next section tells you how to change a CID.

5.1.1 Windows

You do not need to change the Sophos Anti-Virus for Windows NT/2000/XP
and 95/98/Me CIDs unless you want to use a non-default directory.

5.1.2 Macintosh

You must place the Sophos Anti-Virus for Mac CID on a Windows 2000
server that has an AppleShare compatible network share, and you must set
read permission to "everyone" on that network share.

If you do not do this, EM Library cannot create the appropriate resource
and data forks on the CID. The files will be stored in archived “bin” format,
which the Macintosh workstations cannot use.

5.1.3 NetWare

You must ensure that EM Library places Sophos Anti-Virus for NetWare
updates directly into the updates folder on the NetWare server. By default,
this folder is SYS:/SWEEP/NLMINST. It is visible to the EM Library
computer as \\serve\SWEEP\NLMINST. The NetWare servers will check for
updates placed here, every b minutes.

Sophos strongly recommends the use of Novell-supplied NetWare clients on
Windows computers, rather than the Microsoft NetWare clients.
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5.1.4 Unix

You must ensure that EM Library places the Sophos Anti-Virus for Unix
installation files in a Windows file store that can be read by Unix (e.g. a
Samba share). You must also run a script on your Unix client computers to
check for updates in that file store. A script is supplied by Sophos. See
section 11.
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5.2 Changing a central installation directory
To configure EM Library to use a non-default CID, do as follows.

@ EM Library cannot create shares on other computers. If you are going to
configure EM Library to use a CID on a remote computer, ensure a CID is
already present on that computer, or create a new share there first.

1. In the console tree, click Central Installations.

Tree I Favarites |

(_] Console Root

= @ Packages
el ol
@ Unsubscribed
@ Subscribed
@ Published

2. The default CIDs created by EM Library are displayed. Right-click on the
CID you want to change and select Properties.

Location Package

\Int NLMINS ot

- Update CID

ExiInterChkl inst besk (3.71E
:\"l UER|Inter 'I,ma.cms . § Update CID (Checksum all files) est { ¥ )
< MERInker ChkyUnixInst Linw Inkel_libca (Intel,libce): L...
__4;_ WERInkerChkiUnixInst)Solaris\SPARC Cuk = (SPARC): La...
Q WER Inter ChkANTinst iZa6 Copy 000)%P: Late...
:‘__l WE InterChkhwasinst Delete 3/Me: Latest ...

Help |

| | 2l

3. In the Properties dialog box, click the Location tab. Select Custom CID
location and enter the full path of the shared folder. Click OK.

34 EXY InterChk '\ NWinst Properties il
Eenerall Schedule | Package Location | |ntegrity Checking Credentials'

" Default CID location:
WSHERN nterChks winst

& Custom CID' location

WM et are WS SYVSWEEPAHLMINGT Browse .. |
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4.

If necessary, click the Credentials tab and enter the credentials EM Library
needs to access the CID, as described below. When you have finished, click
Test to check that the account can access the CID. Then continue to step 5.

) EX InterChk,NWinst Properties x|

Generall Schedulel F'ac:kagel Lou:ati-:nl Integrity Checking  Credentials |

Individual CID credertialz

Usemame: Icn=kit.0u=supp0rt.0=testnet.c=uk|supp| NDS dEta“S'"l

Pazsword: I" Test

Delete

iy

To specify a Windows domain or local computer account
Enter

domai n\ account  or

conput er\ account
To specify a NetWare NDS account

Click NDS details. In the NDS Information dialog box, enter the tree name
and fully distinguished names for the user and server in the format

cnh=user. o=0r gani sati on

@ If you are uncertain what to enter, run the NetWare “NWADMIN" utility

supplied with the NetWare Windows client.
Then click OK to return to the Credentials page.
x|

~MDS account details

User name [full MDS contest):

|cn=kil. ou=sUppart. o=testriet c=uk

Tree name [tree name only):

|support

Server name [full MODS contest]:

|cn=netws‘| .o=testnet c=uk

ok I Cancel
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5.

In the details pane, check that the new CID location is displayed.
You have specified the CID(s) to which the software will be downloaded.

You can set certain configuration options for the software before you
download it. These options apply to Windows computers only and include
the frequency with which workstations will be updated.

If you want to pre-configure the software, continue to section 6.

If you do not want to pre-configure the software, you are ready to
download software for the first time. Go to section 7.



EM Library startup guide

6 Pre-configuring software

1.

You can specify how, and how frequently, Windows workstations will
update themselves from the central directory (the default setting is
non-interactive updating every sixty minutes).

In the EM Library console, in the console tree, double-click EM Library.
Double-click Packages and then click Subscribed.

Q A subscribed package is one (selected by you during installation or

2.

thereafter) that EM Library will download and update automatically.

Tree I Favorites |

_1 Console Rook

B EM Library (CA1Sophas
-dip Message Log
E|D Packages
S

A

Lnzsubscri
Subscribes
H {1 Published
{:l Central Installations
(] Schedules
ﬁ W aste hin

bied
d

In the list of subscribed packages shown in the details pane, highlight the
item you want and right-click. In the menu, select Create Customised
Copy.

Mame I Current wersion I Update Tvpe Maintained |
% Sophos Anki-Yirus For Windows MTI2000/5P - L

Lates]

AddjConfigure CID

Publish

Copy
Refresh

Properties

Help
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In the Package customisation wizard dialog box, click Next. The wizard
guides you through the steps you need to take (for details, see the EM
Library User manual). When you have finished, you must continue to step
4 to put the customised software in a central installation directory.

New customisation wizard ll

- Welcome to the Package
A " Customisation Wizard

llr Thiz wizard lets you create a customized copy of a package.

To continue, click Next,

In the list of subscribed packages, check that the customised package is
displayed in the list. Right-click on the customised package. On the menu
that is displayed, click Add/Configure CID.

Tarme | Current version | Update Tvpe | IMaintained |
[ % Sophos Anti-virus For Windows NT/2000[<P Latest (3.73) Update SaY ... ‘Yes
Sophos Anti-Virus For Windows NT{2000/%F (| S sha it Wes

AddConfigure CID
Create multiple CIDs
Create Custonised Copy
Unsubscribe

Publish

Cuk
Copy
Delete
Rename
Refresh

Properties

Help

EM Library detects that the package is a customised copy of another
package that already has a central installation directory (CID). In the
message box, click Yes so that the customised copy can use the CID
instead.

EM Library x|

& This package is an alternative version of another package which already has a central installation directory (CIDY,

Do wou wank to use the existing CID For this version of the package?

VCALDARA|InterChkiNTInst|i3ge

Mo Cancel

Repeat steps 1 to 5 for each Windows package that you want to configure.

Next you download the software files for the first time (section 7).
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7 Downloading software

Now download Sophos software and place it in a central installation
directory or directories, as follows.

1. In the Configuration view, click Download Packages.

2. In the EM Library message box, click Yes.
x|

Er Library will download the packages to which you have subscribed.

Thiz procedure may take some time.

Do you want to perform this procedure now?

3. The Updating packages from the parent progress bar is displayed.
x|

@ Downloading files from parent. ..

4. When downloading is complete, the Updating your central installations
progress bar is displayed.

You have finished setting up EM Library.

If you have not already installed Sophos Anti-Virus on your network,
continue to the next part of this guide (sections 8 onwards).

If you have already installed Sophos Anti-Virus on Unix computers, you
must reinstall it to use the new auto-updating technology. See section 11.

If you have already installed Sophos Anti-Virus and have no Unix computers,
your entire network will be updated automatically from now on.
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8 Installing Sophos Anti-Virus on Windows

If you have not previously installed Sophos Anti-Virus from central
installations (CIDs) to your workstations and servers, you do so now. You
perform this procedure only once. Thereafter, Sophos Anti-Virus is updated
automatically. This section describes how to

B [nstall Sophos Anti-Virus on Windows NT/2000/XP/2003 computers
(section 8.1)

B [nstall Sophos Anti-Virus on Windows 95/98/Me computers (section 8.2).

Before you start, ensure you have a network account (with the right to log
on as a service) that the updating service can use. For details of how to
create a suitable account, see Appendix 1.

8.1 Install Sophos Anti-Virus on Windows NT/2000/XP/2003

42

You install Sophos Anti-Virus on Windows NT/2000 computers using the
SAVAdmin administration tool, which you can start from EM Library.

In the EM Library console, click on the library name to display the

Configuration view. Then click the Start SAVAdmin button.

Alternatively, on the Library menu, click Start SAVAdmin.

In the SAVAdmin console, in the tree in the left-hand pane, click Network

Neighborhood. Then click Entire Network. Under Microsoft Windows

Network, locate the domain or group where you are going to install
Sophos Anti-Virus. Highlight all the computers, or hold down the ‘Ctrl’ key
and select the computers on which you want to make an installation, and
right-click to display a menu. In the menu, select Install SAV.

=0f x|
File Edit Wiew Computer Help
| | | | | | ;g| | Kew =SV Instaled B o oSAY Active €F Updating Signal update  ? Update faled 1
=g, Network Neighborhood | | computer [os [osver [access [ Savinstaled [ sewactive  [«]
+ —§‘ SA\f‘Admin Metwork Yiew =) Acor 2000 5.0 Full
=l 5 Entire Netwark =} Adrmin 2000 5.0 Full
] .,.r“' I\jl;:rosoft Windows Metwor ) Akos 2000 5.0 Full
oy éim;':;te;er ICT YN 98 410 Ful
iy GE f— = Alp 2000 5.0 Full
- j_,j — =) Aph . 2000 5.0 Full
+ i Inside EJ, Apo 2000 50 Full
© & Jupiter = Ban 2000 50 Ful |
o1 Legion iJJ, Bar 98 410  Ful
] ;\‘l';\ Mordar = Bau 2000 5.0 Full
+- gk, Nieder-olm = Bean T 4.0 Full
+| ;.‘—":.‘ Raffles Beat a5 4.0 MHone
+ J—\ﬂ Shock. b = Beawver 2000 5.0 Full
+-giy, Tengu =y Behe 2000 5.0 Ful
g, Unix Mendelssohn | 2000 5.0 Mone
. | i Wersailes | LIL‘ s | Marc ornn-ca yyyyy cn [N f
269 total Filter active: |All computers
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3. In the Task settings: Install SAV dialog box, the Common tabbed page is
open by default. Enter a Task name. Select Permanent to ensure that task
details are preserved even if SAVAdmin is restarted. Then click the CID list
tab.

Task settings: Install SAY x|
Inztall paths I Configurations | Account details I
Cormmon I Targets I Options | CID list
Tazk name:
ITaskm

Output filename
IXTempDirZ'\Taskm.Iog

Command to perform before the task execution

Command to perform after the task execution

L L

z_ [ Create rety task after execution

™ Apply to all subgroups

Create I Cancel Apply

4. In the CID list tabbed page, highlight SAV NT/2000. Click Change.

Task settings: Install SAY x|
Inztall paths I Configurations | Account details I
Carmmon | Targets I Options CID list

Far each product affected by this tazk specify the central installation directaony that will
be uzed for installation/updating. Use UNC folder names, not mapped network drives.

Product I Central Installation Directory

Say NT /2000

Sa4 NT(axp] MY

Sai 95/98/Me Ml

4] | 2l

Change |

LCreate I Cancel Apply |
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5. In the Select CID dialog box, Registered is selected by default. A
“registered” CID is a shared directory which contains CIDs for multiple
products and is administered via the CID list in SAVAdmin.

In the drop-down menu, select the computer holding the central installation
directory (CID) for Sophos Anti-Virus for Windows NT/2000/XP/2003. By
default, this is the computer where the library is located. In the Full path
text box, check that the correct CID path is shown (if you accepted the
default settings when creating the library, the path is
[computername]\InterChKk\NTInst\i386). Click OK. You are returned to the
CID list tabbed page.

Select CID x|

Product
ISA\!' far Windows MT /2000

Scope
’7 + Renistered " Custom ‘

REX =l

Full path
I\\HEX\I nterChk AN T InsthiZge

Cancel |

6. In the Task settings: Install SAV dialog box, click the Account details tab.
Enter details of an account (with “Log on as a service” rights) that will be
used by the auto-update service. If you have not already created an
account, see Appendix 1 for details of how to do so. Click Create.

Task settings: Install SAY x|

Common | T argets I Options I CIL lisk I
Install paths I Configurations Account details

Enter an account name and pazsword for the auto-upgrade service [MT/2000]

Damnain
" Target computer domain " Target computer name

% Current login domain " Other
[waLES

Username  |SWEEFLPD

Pazzword: I “““““

LConfirm o]
pazzword: I

Create I Cancel Apply
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7. In the SAVAdmin message box, click Yes to install Sophos Anti-Virus.
X

@ ‘Would wou like to skart the task now?

8. To check progress, at the SAVAdmin console, open the File menu and
select Task list. The install task you have created is displayed. In the Status
column, check that the task is Running or Completed. The results of the task
are displayed in a Task Summary window.

If the task is not completed successfully, click Edit to check the account
details and the CID selected, and then click Start to run the task again.

To close the task list, click Done.

-_'jl]Task list x|
[~ Show only tasks of this bype: [~ Show only tazks relating ta this computer, damain or graup:
|F|eport j |
T azk name I Tazk bype I Statusz I Tanget co. .. I Scheduled jo... I
Task(1 Install S&W |nactive 1
£dd | Edit | Delete | ﬁchedulel Start | Log file | Purge | Done I
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9. In the SAVAdmin console, check the SAV Installed, SAV Active and SAV
Version columns in the right-hand pane. You should see that Sophos
Anti-Virus has been installed. In the File menu, select Exit.

Bl savadmin I ] 5
File Edit Wiew Computer Help
|s§| ﬂ|ﬂ| | E| gg|gg| Koy B o/58 Installed B} o/ /S8Y Active €F Updating < Signal update 2 Update faled
Mebwork Meighborhood | | Computer I o5 I 05 Ver I Access I SaY Installed I SAY Active |;|
E SAAdmin Mebwark View ] Acor 2000 50 Ful
- &2 Entire Metwork = Admin 2000 5.0 Ful
= .,I"" icrosoft Windaows Metwar 5 Akos 2000 5.0 Full
ih 100acres 8/ Ala a8 410  Ful Installed Ackive
= Alp 2000 5.0 Full
[T} £ph ) 2000 5.0 Full
=) Apo 2000 50 Ful
= Ban 2000 5.0 Full
= o Bar a5 410  Ful Installed Active |
=) Bau 2000 50 Ful
=)« Bean NT 40 Ful Instaled Active
%v/{ Beat 95 4.0 Mone Installed Active
b Beawer 2000 5.0 Full
= Behe 2000 5.0 Full
+- gy LIni =] Mendelssohn | 2000 5.0 Mone
- hd (=] [ER—— SO Sawsar cn [ hd
2 | _>|_I 1 ¥ _'I_I
269 total Filter active: |All computers 4

When EM Library updates the central installation directory, Windows
NT/2000/XP/2003 computers will update from it automatically within an
hour.

Sophos recommends that you set up a shortcut to the SAVAdmin program,
so that you can use it to monitor your Sophos Anti-Virus installations in
future. SAVAdmin is located in the EM Library folder, at

C:\Program Files\Sophos Enterprise Manager\console\bin\Savadmin.exe
For more information on using SAVAdmin, see the SAVAdmin user manual.

If you have Windows 95/98/Me computers on your network, install Sophos
Anti-Virus on them now (section 9.2).
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8.2 Install Sophos Anti-Virus on Windows 95/98/Me

You install Sophos Anti-Virus on Windows 95/98/Me computers by using a
login script (for instructions on creating a login script, see Appendix 2).

The same login script should be used to run the SAVAgent utility, which
enables you to use the SAVAdmin administration tool to monitor Sophos
Anti-Virus installations on Windows 95/98/Me computers.

Add the following lines to the computers’ login script:

\\<servername>\Interchk\W95Inst\setup -inl -a
start /wait \\[servername]\SophosEM\bin\Savagent.exe -update -poll=3600

where

B [servername] is the computer where you created the library

B Interchk is the share where the central installations were placed
B SophosEM is the location of the library.

This script installs Sophos Anti-Virus on each computer when it is restarted,
and configures it to check for Sophos Anti-Virus updates every sixty
minutes.
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9 Installing Sophos Anti-Virus on Mac

48

To install Sophos Anti-Virus on networked Mac computers for the first time,
do as follows.

At each workstation, ensure that

B the workstation is free of viruses (see the Mac on a network installation
guide for Mac OS X or Mac OS 8/9)

m System Preferences is closed (Mac OS X)
W the file server holding the CID is mounted on the desktop.

To install Sophos Anti-Virus:

. Open the directory where EM Library placed the central installation. By

default, this is the macinst subfolder in the Sophos Anti-Virus folder on the
server.

. Double-click the Sophos Anti-Virus Installer icon.

‘8606 [ % macinst =
- = % N »
Back Forward View Computer Home Favorites

1 of 6 items selected, 12.28 GB available

[ '

DOCS IDE InstallHelper
= [ |
Sophos Anti-Virus Sophos.mac Macintosh
Installer

. In the Sophos Anti-Virus Installer dialog box, click Install to install Sophos

Anti-Virus on the workstation at the default destination shown.

. When prompted, enter your administrator account details (Mac OS X) or

restart the computer (Mac OS 8/9).

The computer now checks for updates automatically when it is turned on
(Mac OS 8/9), or when the Sophos Anti-Virus console is opened (Mac OS X).
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10 Installing Sophos Anti-Virus on NetWare

EM Library can keep Sophos Anti-Virus updated on NetWare servers, but
cannot be used for first-time installation. To install Sophos Anti-Virus on a
NetWare server for the first time, you must

B copy the Sophos Anti-Virus files from the Sophos CD or website (section
10.1)

B |oad Sophos Anti-Virus for NetWare for the first time (section 10.2)

B set up auto-updating (section 10.3).

10.1 Install Sophos Anti-Virus

You install Sophos Anti-Virus on the server from a Windows workstation.
We recommend that you ensure the workstation is virus-free before you
start.

1. At the workstation, log on to the server with write access rights equivalent
to ADMIN.

If you have already downloaded and unzipped the Sophos Anti-Virus for
NetWare files from the Sophos website, go to step 4.

2. Insert the Sophos CD in the CD drive. The CD should auto-run. If auto-run
is disabled, run D: \ Launchcd (where D: is the CD drive).

3. In the Sophos CD window, click Sophos Anti-Virus. At the next screen, click
NetWare and then click How to install or update Sophos Anti-Virus. Scroll
down the page if necessary and click NETWARE.

4. Select all the files. Right-click the selection to display a menu. Select Copy.

5. In My Network Places (Windows Me/2000/XP) or Network Neighborhood
(Windows 95/98/NT), select the server and locate the SYS volume. Click
the SYSTEMdirectory. On the Edit menu, click Paste.

The Sophos Anti-Virus for NetWare files are copied to the directory.

You have installed Sophos Anti-Virus. Now load Sophos Anti-Virus for the
first time (section 10.2).
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10.2 Load Sophos Anti-Virus for the first time

50

1.

At the server console, or using RCONSOLE from a workstation, type

LOAD SWEEP

. The first time you load Sophos Anti-Virus, it prompts you to enter

Administrator details. Press any key.

At the login prompt, type an Administrator username and the name of your
Organization, and press Return. Sophos Anti-Virus will log in as this user
every time it is started, enabling it to see the complete NDS tree.

Enter administrator complete name €(e.g. CH=Admin.0=Conmpanyl

cn=admin .o=sophosf]

Type the Administrator password and press Return.

Enter administrator password

If a message about suborgunits is displayed, press Return.
The Sophos Anti-Virus screen is displayed.

], Now 51,55 PUBLIC', R CONSOLE.EXE

InterCheck: Inactive Real-time: Inactiwve

Last file:
At:

User:
Address:

Files SWEFT: Viruses detected: @

Current Jjob: Hext job: <Daily> 21:88 Today
Last file:
Files SWEFT: 8 Viruses detected: @

You have loaded Sophos Anti-Virus.We recommend that you add the
command LOAD SWEEP to the AUTOEXEC. NCF file, so that Sophos
Anti-Virus will be restarted if the server is rebooted.

Next set up auto-updating (section 10.3).
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10.3 Set up auto-updating

You can configure the installation of Sophos Anti-Virus on the server so
that it will update automatically as soon as EM Library places an updated
version of the Sophos Anti-Virus for NetWare files on the server.

1. In the Sophos Anti-Virus screen, on the Main menu, scroll down, select
Administration and press Return to display the Administration menu.

Administration

2. On the Administration menu, scroll down, select Auto-updating and press
Return to display the Auto-updating screen.

Auto—updating

Status:
Directory: SY5:/SUEEP/NLMINST./
Timing: On arrival

3. Press Return. Set Status to Active and press Return. Press ‘Esc’ twice to
return to the Main menu.

From now on, Sophos Anti-Virus for NetWare will be updated automatically
by EM Library.
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11 Installing Sophos Anti-Virus on Unix or Linux

52

To install Sophos Anti-Virus on Unix or Linux computers for the first time,
or to reinstall it, do as follows.

. Go to the root of the directory where EM Library has placed the Sophos

Anti-Virus files (the “CID”). Then copy the file eminstall.sh into an
executable path location such as /etc. on each Unix client.

From now on, this location is shown as <path>

. Enter

cd <pat h>

. To change the permissions, enter

chnmod +x em nstall. sh

. Create a file called /etc/eminstall.conf

. Add the following lines to it:

EM install ClD=<install cid>
EM cache dir =<t np_pat h>
SAV install dir=<install _path>

where
<install _cid> is the location of the CID.

<tmp_path> is the location of the cache where a copy of the installation
files is placed when performing an update.

<install_path> is the root location where Sophos Anti-Virus is going to be
installed, or has previously been installed.

The files in <tmp_path> must not be deleted as this will cause them to be
downloaded again. For this reason, you are recommended not to place the
files in the /tmp directory.

For the latest information about Unix/Linux installation and configuration,
see the eminstall.txt file in the central installation directory.

. Run

em nstall.sh

Whether you are an existing user or a new user, you must now create a
cron job to run eminstall periodically. This will check for new virus updates
and product upgrades, and install them automatically.
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12 Opening the console

54

You open the EM Library console as follows.

Sophos recommends that you keep the console closed unless using it.
Doing so saves bandwidth. You still receive alerts via email or network
messaging (see section 3).

. In the Windows taskbar, select Start|Programs|Sophos Enterprise

Manager|Sophos EM Library Console.

. The console is opened. In the Details pane, the last details you viewed are

displayed (if you saved your settings the last time you closed the console).
The sections that follow tell you how to

B check last and next download times (section 13)

B monitor EM Library activity via the message log (section 14)

B change the library settings (section 15)
|

download updates manually (section 16).
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13 Checking last and next download details

In the EM Library console, you can check when EM Library last
downloaded updates, and when it will next do so.

1. In the console tree (left-hand pane), click EM Library.

Tree I Favarites |

(_1 Cansale Roat

[SREEEE! Library (Ex\SophosER)
iy Message Log

[ Packages

el Al

[ Unsubscribed

@ subscribed

@ Published

1 Central Installations

5 schedules

. ‘W aste bin

2. In the Details (right-hand) pane, the Configuration view is displayed.

Last successful download details are displayed beside the Download
Packages button.

Next update time is displayed in the status bar (bottom left-hand side).
This is always displayed (unless you are using the Message log).

':m Sophos Enterprise Manager - [Console Root' EM Library {EX\SophosEM])] - |EI|1|

JB& Console  Mindow  Help “ D = ﬂ | |;|i|i|

|J Action  Wiew  Favorites  Library  Tools |J = o= | | | @ |J @ '_'_'%,

Tree I Favorites |
(1 Consale Root
[EREHEEM Library (E3|5cphosER)

iy Message Log

r Configuration

E ‘1?‘ Select Parent Click here to select the "parent” for wour library. The parent is the location from
II? which packages and updates are downloaded.
Packages

Parent website is http://databank.sophos.com/databank.
@ al

@ Unsubscribed Sohedule Downloads | Elick here ta set the downlaad schedules for your library.
nsubscribe: |

@ Subscribed You have configured scheduled downloads.
@ Published

¥ Central Installations Select Packages | Click here to select software packages.
H @ Schedules You are using 2 packages.
. Waste bin

Click. here to start the downloading of the selected packages.
18/09/2003 12:07:55 last successful download

Start SAVAdmIn | Click here to administer deplopments to individual workstations and groups of
camputers.

— Motifications

Download Package

@ext update is scheduled for 18/09/2003 12:33:58 )

‘\.‘_\_‘_—_—_—_‘/
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14 Monitoring EM Library via the message log

To check whether a procedure has been carried out, look in the message
log.

1. In the EM Library console, in the console tree, click Message Log.

Tree |Fav0rites |

(] Console Root
= [@B EM Library (RER\SophosEM)
i Message Log
+- @ Packages
_‘J‘_ Central Installations
Z1 schedules
& Waste bin

2. The messages are displayed in the details pane.

You can change the types of message (warning, error or information)
displayed, as described in section 3. Errors usually require you to take

action.
Severity | Time | Description =
& Warning 18/09/2003 11:22:09 The "\, Ex\SophosEM" library deploy task has succeeded, but there ...
A Information 18/09(2003 11:21:27 Package "Sophos Anti-wirus for Windows NTJ2000/ %P {Latest 3, 71E)",..
1 InFormation 15/09/2003 11:21:27 The "\\EX\SophosEM" library update task has succeeded.
L Information 18/09/2003 11:21:25 Motifications for Sophos Anti-wirus For Windows MT /2000 %P
i Information 18/09/2003 11:12:29 The "\\EX\SophosEM” library update task has succeeded,
i InFormation 15/09/2003 11:12:25 Global notifications:
A Infarmation 13/09/2003 11:07:20 The "\\Ex\SophosEM"” library update task has succeeded,
L Infarmation 18/09/2003 10:33:55 The "\ EX\30phosEM" library deploy task has succeeded,
A Information 15/09/2003 10:33:55 The "\ ExiSophosEM” library update task has succeeded, nofiles b,

To export the messages to a text file, click the Export icon in the toolbar.

To see full details of any message, highlight it and right-click. In the menu
that is displayed, select Properties.

@ The messages are stored in the Application log in the system’s Event logs.
You can view them via the computer’s administration tools if you want to.
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15 Changing the library settings

You can change the options you set when you configured EM Library. You
can do this via the Configuration view or the Properties pages.

The Properties pages enable you to configure some extra settings, e.g. how
EM Library checks the integrity of files in the library.

15.1 Change settings via the Configuration view
1. In the console tree, click on EM Library.

2. In the details pane, the EM Library Configuration view is displayed. The
current settings are displayed. Click any button to edit them.

@ !f you click Select Packages, a list of all available packages, including any
that you have customised, is displayed (rather than the initial package
selection dialog seen in section 4.3).

Configuration

Select Parent EIIic_:k here to select the "parent” for pour library. The parent is the location from
which packages and updates are downloaded.

Parent website is http://databank_sophos.com/databank.

T Click. here to zet the download schedules for wour libram.

You have configured scheduled downloads.
Select Packages Click here to _select software packages.
You are using 2 packages.
Download Packages Click here to start the downloading of the selected packages.
18/09/72003 12:07:55 last successful download

Start SAYAdmin Click. here to adminizter deployments to individual workstations and groups of
computers.

15.2 Change settings via the properties pages
1. In the console tree, right-click EM Library and select Properties.

2. A set of tabbed pages is displayed. Click a tab, e.g. Update schedules, to
edit that setting. For full details of all the options, see the EM Library User

manual.
EM Library {(EX"SophosEM}) Propertie x|
Update schedules ] |rtegrity Checking ] Credentialz ]
General ] Primary parent | Secondary parent |

i_ﬂ{; EM Library

The Enterprize Manaager conzole iz currently manaaging the follawing librar:
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16 Downloading updates manually

58

EM Library automatically downloads the latest updates for subscribed
software packages from the parent at times you have already specified.

You can perform these downloads manually. See the instructions below.

You can also script downloads from other applications. See Appendix 1 in
the EM Library user manual.

In the console, on the Library menu, click Download Packages.

Alternatively, in the Configuration view, click Download Packages.

Library  Tools

Select Packages

Download Packages
Start Savadmin

Properkies

In the EM Library message box, click Yes.

EM Library x|

Er Library will download the packages to which wou have subscribed.

This procedure may take some time.

Do you want ko perfarm thiz procedure now?

. The Updating packages from the parent progress bar is displayed. You can

close this message box without interrupting downloading, and can then
make changes on any other libraries managed from this console.

Updating packages from the pa 5[

@ Downloading files from parent...

I

When downloading is complete, the last successful download date and time
shown in the Configuration view will change.



Uninstallation



EM Library startup guide

17 Uninstalling EM Library

To uninstall EM Library, you uninstall:
m the library (or libraries)
B the console(s).

Before you begin uninstallation, close the EM Library console and
SAVAdmin if necessary.

Q You cannot uninstall a library remotely. You must do so at the computer
where the library was installed.

1. Go to the computer where you installed the library. On the Start menu,
select Settings|Control Panel. Then double-click Add/Remove Programs.

2. Select Sophos EM Library and click Add/Remove.

i x|
Currently installed programs: Sort by:l Mame - I
& Microsoft Office 97, Professional Edition Size 77.3ME 4|
ﬁ Microsoft Project 2000 SR-1 Size &51.8ME
Microsoft Yisio Professional 2002 [English] Size 156MB
Q M3DM Library - January 2001 Size 110MEB
i Mero - Burning Rom Size 28.4MB
22 Rational Rose Professional C++ Edition Size 209ME
i sophos EM Library Size 5. 83ME
ﬁ Sophos EM Library Console Size 13.1MB
-ﬂ- Sophos Remote Update Size 32.4MB
i Starzate Runtime 5.1.1
StarTeam 4.0 Siee  28.MB
ﬁ Tiny Personal Firewall 2.0.15 Size SEEKE
ﬁ Windows 2000 Hotfix - KB323559
ﬁ Windows 2000 Hotfix - KB323930
ﬁl windows 2000 Hotfix - KB324146
i Windows 2000 Service Pack 4
B3 winzip Size 2.07ME E

3. In the Windows Installer message box, click Yes.
4. A progress bar is displayed.
5. Repeat steps 1 to 4 for the Sophos EM Console.
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Appendix 1: Creating a network account

To keep your network updated, you need

B An account used to update Sophos Anti-Virus automatically on
Windows NT/2000/XP/2003 computers. This account needs the right to
log on a service. If you have Sophos Anti-Virus on the network, you
may already have created this account.

B An account that EM Library uses. During library installation, the setup
program offers to create a local account for you. If you use EM Library
to manage CIDs on a remote computer, or if you use multiple libraries
that access each other via UNC, you need to use a network account
instead. This account needs the right to log on as a batch job.

This appendix describes how to create suitable network accounts on a
Windows 2000 computer.

The procedure is slightly different if you using another version of Windows.
For instructions on how to create the account(s) on Windows NT or
Windows 2003, see the EM Library user manual.

1. In the Windows taskbar, select Start|Settings|Control Panel.

2. In the Control Panel window, double-click on Administrative Tools.

B3 Control Panel 10l x|
J File Edit ‘Wew Favorites Tools Help ﬁ
J #=FEack - = - (2] | Chsearch [ Folders £ #History | B 0z = wy | I
JP.QIdress I@ Control Panel J f'>G°
= - P X -
i 5l
Add/Remove Add,l’Remove H:Irulrn rr U DatefTime
Control Panel Hardware Programs
Administrative Tools _iﬁi‘
Configures administrative settings "‘
for your computer Display Folder Options Fonts Ganme
Controllers
‘Windows Update
windows 2000 Suppart X ﬁr\ @
GSM Internet Kevboard Licensing
Cptions _I
-
Configures administrative settings For wour computer | |Q‘ My Computer 5
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3.

In the Administrative Tools window, double-click Active Directory Users

and Computers.

Administrative Tools

=101 x|

J File Edit “iew Favorites Tools Help

in the Active Directory,

Modified: 07/02(2002 11:14

=

Distributed File

Syskem

J “Back + = - | Qhsearch [ Folders ¢ #History | Lo 0E % e | Ed-
J Address I Administr ative Tools j Go
=1 o | - -
| ] S = 7
- LI Ldico
b Active Active Cornponent
Administrative Directary ... Directory Si... Services
Tools
S o
::\;ﬂvz?:rtsactorv L EHCT Compuker Configure  Data Sources CHCP
Shortlcjut Management  Your Server {ODBC)
2 &
Manages users, computers, — -
security groups and other objects 7R [FFek,

ChS Domain Drornain
Controller 5., Security Policy

IManages users, computers, security groups and other objec |2.1? KE

aE

|@. My Computer

In the Active Directory Users and Computers window, click on the Users
folder to open it. Right-click on the folder name. In the menu that is

displayed, select New and then User.

-.? Active Directory Users and Computers ;lglil
J@ Console  Window  Help |;|i|i||

| acton wew ||+ » @@ *T0E 2 88LTEe |
Tres I Users 47 ohiects

@ Active Direckory Users and Compy |Mame I Type I Description :I
E@ xmas. kestqa.sophos ﬂ Administrator User Built-in account For admin

-] Bwiltin

[Z Computers

ﬁ Cert Publishers
€T DHCP Administrators

e Window From Here

Ii Help

Security Group ...
Security Group ...

{81 Dom. Deleg;te Contral... Users Security Group ...
O Fore E. Imins Security Group ...
A e hlatePres Security Group ..,
Camputer Security Group ...

All Tasks b Contact Security Group ...

— Group Securiby Group ...

Printer Security Group ..,

Security Group ...

Refresh Shared Folder Security Group ...
Export List. .. Policy Creator Owners  Security Group ..
Propetties —

Enterprise certification ar
Members whao have admir
Members who have view-
DS Administrators Group
DNS clients who are perm
Designated administrator:
All workstations and serw
All domain controllers in t
Al domain guests

&l domain users
Designated administrator:
Members in this group car

Built-in account For guest vI
»

63



EM Library startup guide

5. In the New Object - User dialog box, in the Full name field, enter a
descriptive name (“EM Library” for the EM Library account or “Sweep
Update Account” for the Sophos Anti-Virus update account). In the User
logon name field, enter a name (“EM Lib" or “SAVUPD"). Click Next.

New Object - User x|

g Create in:  ®mas.testga. sophos/sers

Eirzt name: I Initials: I

Lazt name: I

Full name: IEM Libramny

User logon name:

IEMLib I@Hmas.testqa.sophos j

Uzer logon name [pre-windows 2000];
[aasy [ EmiLip

< Back I Mest > I Cancel

6. In the next dialog box, enter and confirm a password. Deselect User must
change password at next logon. Select User cannot change password and
Password never expires. Click Next.

New Object - User x|

g Create in:  ®mas.testga. sophos/sers

Password: I ********

Confirm password: I xxxxxxxx

[~ User must change password at next logon

¥ User cannot change password

[~ Account is disabled

< Back I Mest > I Cancel
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7.

8.

In the next dialog box, check the account details. Click Finish.

New Dbject - User

g Create in:  #mas.testga. sophos/sers

X

“w'hen you click Finigh, the following object will be created:

Full name: EM Libramy
|Jzer logon name: EMLib (Esmaz testqa. sophoz

The uzer cannot change the password.
The pazzward never expires.

¢Back  |7"Finish”

In the Active Directory Users and Computers window, the new account is

now displayed in the list of users.

If you are creating an EM Library network account, right-click the account

name and select Properties.

If you are creating an update account for Sophos Anti-Virus, close the window,
return to the Administrative Tools window and go straight to step 11.

-.f_a; Active Directory Users and Computers ;lglgl
J @ Console  window  Help |;|i|£||
|| acon vew ||« » | @@ XF B (@ 2@ GTED |
Tree I Users 48 objects
@ Active Direckory Users and Compy | Mame Type T Description -
E@ ¥mas. kestga.sophos ﬁ EnterpriselManager o
-] Builkin ﬁCert Publishers i terprise certification ar
- (] Computers mDnsUpdateProxy Afjd members to a group... S clients wha are perr
(] Domain Controllers €7 Domain Admins Bisable Account Lsignated administrator
D FarsignSecurityPrincipals ﬁDomain Computers Reset Password... workstations and sery
i Users Domain Controllers ED:: Illﬂljme e domain contrallers in H
mDomain Glests Sz:nd mail == domain guests
ﬁDomain Users domain users
ﬁEnterprise Admins All Tasks ¥ Esignated administrator
mGroup Palicy Creata =mbers in this group cal
!ﬁSchema Admins Beli esignated adrministrator
ﬁDHCP Adrninistrator Renams embers who have admir
mDHCP Users el embers who have view-
gDnsndmins IdS adrinistrators Grii;l
KT I— JL | K T | 4

—
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9. In the [Account name] Properties dialog box, in the Member of tabbed
page, click Add.

EM Library Properties 2 x|

Remote contral I Terminal Services Profile
General I Address I Account I Profile I Telephones I Organization
Member OF | Dial-in I Errironment Sessiong

tember of:
Mame | Active Directary Folder |

IV sopho:

Add.. | Bemowve |

Frimary group: Domain Users

e There iz o negd to ch@nge Frimary group u_nless
_—HI you have Macintazh clients or PDSIX-compliant

applications.

0K I Cancel AppEly

10.1In the Select Groups dialog box, highlight Administrators. Click Add. Click
OK. Then in the [Account name] Properties dialog box, click OK.

Lok in: I@ wmasz testga. sophos j
h anne | I Folder | -

ﬂzhdministrators wmaz.testqa. zophoz/Builtin i
ﬂs Uszers umaz.testqa. zophos/Builtin b
!ﬁ Guests wmas.testga sophos/Builtin

!ﬁ Backup Operators umas.bestqa sophos/Builtin

m Replicator wmaz.testqa zophos/Builtin

m Server Operators wmaz.testqa zophoz/Builtin

m.-’-\ccount Operators smaz.testqa. zophos/Builtin ;I

sod | Check Names

Administrators

ak. I Cancel

p
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11.In the Administrative Tools window, double-click Local Security Policy.

12.

Administrative Tools 8] x]
J File Edit ¥ew Favorites Tools  Help ﬁ
J G Back v = v | Dhsearch  [YFolders  {#History | [ 0% = e | EH~
J Address I Adrninistr ative Tools j (‘)GU
i . =1 =) & 2l
2 =
! = e,
Ad i trati Distributed File DS Domain Domain
miniscracive Syskem Controller 5., Security Policy
Tools _
5 @
Local Security Policy [2] ﬂ%
Shorteut Event Viewer Licensing ocal Security Metwork
Manitar
View and modify local security
policy, such as user rights and - "ﬁﬁ = =
audit policies, -EE'- -
Modified: 07/02/2002 11:05 Performance  Routing and Services Telnet Server
=l Remote ... Administration v |
|View and modify local security policy, such as user rights anc |1 49 KB |@. Iy Computer 4

At the Local Security Settings window, click the Local Policies folder and

then User Rights Assignment.

If you are creating an EM Library network account, highlight Log on as a

batch job.

If you are creating an update account for Sophos Anti-Virus, highlight Log

on as a service.

Then double-click.

Eﬁ Local Security Settings

| J fction  Yiew

e~ | Elm| B2

=[Ol

Tree | Palicy  #

I Lacal Setting

[-]

I Effective Setting

@ Security Settings

-8 Account Palicies
-8 Local Policies

8 audit Policy

{28 User Rights assigr
-8 Security Options

+ [Z Public Key Palicies
,g IP Security Policies on

A

Ferce shutdown From a remate sy...
Generate security audits
Increase quatas

Increase scheduling priority
Load and unload device drivers
Lock pages in memory

Log on as a batch job

Log on locally
Manage auditing and security log
ModiFy Firmware environment values
ProFiIe single process

ProFiIe system performance
Remove computer from docking st. ..

Administrators

Administrators
Administrators
Administrators

quest, Users, Power ...
Administrators
Administrators
Power Users, Admini...
Administrators
Users,Power Users,...

Server Operakors,A...

Administrators
Administrators
Administrators

Prink Operatars,Ser...
Administrators
Administrators

Administrators
Administrators
Administrators
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13.In the Local Security Policy Setting dialog box, click Add.

Local Security Policy Setting x|
?,'; Log on as a service
=

Local Effective
Azsigned To Palicy Setting Palicy Setting
HMAS Administrator [
*5.1-5-21-854245398-113007714-106 - [
0284298-500
Add...

If domain-level policy settings are defined, they ovemde local policy settings.

ar. I Cancel

14.1n the Select Users or Groups dialog box, select the new account.
Click Add.

i Select Users or Groups i |
Loak ir: I@ umas. bestna. zophos j

I ame I I Folder I ﬂ

L SdF M| ibrary (EMLiE "

m Diarnain Computers wma.testqa zophosdJzers

m Diomain Controllers wmaz.testqa zophos/Jeers

ﬂs Schema Admins umaz.testqa zophos/Jsers

!ﬁ Erterprize Admins wmas.testga sophos/Users i
!ﬁ Cert Publizhers wmas.testqa sophos/Uszers

!ﬁ Darnain Admis wma.testqa zophosdJsers ﬂ

Add Check Hames
<¢ Type names separated by semicolons or chooze from ligt > >
0] Cancel
A
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15.1In the Local Security Policy Setting dialog box, the new account is now
displayed. Click OK. Close all windows.

Local Security Policy Setting ﬂil

.1 Log on az a service

:gﬁ

Local Effective
Agzigned To Palicy Setting Palicy Setting
FhAS A dminigtrator O
#5-1-5-21-854245398-113007714106 O
02842938-500
A5 EMLib O

If domain-level policy settings are defined, they overnide local policy settings.

agK Cancel

69



EM Library startup guide

Appendix 2 Creating a login script

Sophos recommends that you install Sophos Anti-Virus on

Windows 95/98/Me computers automatically by using a login script. The
login script can also be used to distribute the agent that enables you to
monitor Windows 95/98/Me workstations with the Sophos administration
tool, SAVAdmin.

This appendix describes how to create a login script.

The procedure depends on whether you create the login script at a
Windows NT server or a Windows 2000 server.

Appendix 2.1 Creating a login script at a Windows NT server
1. At the file server, use Windows Explorer to find
C:\Winnt\system32\rep\import\scripts
2. In the File menu, select New and then Text Document.
3. Double-click the new document. The file opens in Notepad. Type

\\[servernamel\Interchk\W95Inst\setup -inl -a
start /wait \\[servernamel\SophosEM\bin\Savagent.exe -update -poll=3600

where
B [servername] is the name of your Windows NT server

B [nterchk is the share for the Sophos Anti-Virus central installations
(CIDs)

B SophosEM is the share where you created the EM library.

In the File menu, select Save As.

Bl Mew Text Document.txt - Notepad Hi=] E3
File Edit Search Help

“hwservernamehInterchk \wisinsthsetp -inl -a ;l
start Swait \\servername\sophosEMQb"ln\Savage[’ut.exe —update -pol1=3600
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In the Save As dialog box, in File name, type login.bat. In the Save as type
browser, select All Files. Click Save. Exit from Notepad.

Close Explorer.
You now need to assign the login script.

In the Windows taskbar, select Start|Programs|Administrative Tools
(Common) |User Manager for Domains.

Select the users for whom the script is to be run.
From the User menu, choose Properties.

In the User Properties dialog box, click Profile.

User Properties
. Ok,
Userst [ € ane Doe -
€ Jobn Smith Eerie] |
Help |

Description: I

[ User Must Change Password at Mext Logon
V¥ Uzers Cannat Change Password

™ Accounts Dizabled
= facaumnts Losked it

i 93 =2 | 2R

Groups Prafile Haurs Logon Ta Account Dijalin

In the User Environment Profile dialog box, in the Login Script Name field,
type login.bat. Click OK. Then click OK to exit the User Properties dialog
box. Exit User Manager for Domains.

Uszer Environment Profile E
Users: € Jarne Doe =
€ Jokn Smith I Cancel |
— User Profiles Help |
User Profile Path: I

Lagon Script Mame: ||Dgin.bat

—Home Directory

@ Local Path]

o Qc-nneu:tl j To |
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Appendix 2.2 Creating a login script at a Windows 2000 server

72

1.
2.

At the server, in the taskbar select Start|Programs|Accessories | Notepad.
In Notepad, type

\[servernamel\InterChk\W95Inst\setup.exe -inl -a
\\[servername]\SophosEM\bin\Savagent.exe -update -poll=3600

where
B [servername] is the Windows 2000 server

B [nterchk is the share for the Sophos Anti-Virus central installations
(CIDs)

B SophosEM is the share where you created the EM library.

In the File menu, select Save.

& login - Notepad O] x|
File Edit Format Help

“SwservernamehInterchk wisInsthsetp -inl -a _;I
start Swalt \\servername\saphDsEMEbin\Savageht.exe -update -poll=3600

In the Save As dialog box, browse for
C:AWinnt\SYSVOL\sysvol\l[domain].com\scripts
where [domain] is your domain name.

In the File name field, enter login.bat. In the Save as type drop-down
menu, select All Files. Click Save. Close Notepad.

Next you assign the login script to the users who will have Sophos
Anti-Virus installed automatically.

. In the Windows taskbar, click Start|Settings|Control Panel.

In the Control Panel window, double-click on Administrative Tools.

In the Administrative Tools window, double-click on Active Directory Users
and Computers.
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4. In the Active Directory Users and Computers window, double-click on the
Users folder. Select the users for whom Sophos Anti-Virus is to be installed
and right-click. In the menu that is displayed, select Properties.

4% Active Directory Users and Computers 1O x|
J @ Console  Windomw  Help |_|- _Iﬂ ﬁ”
. . = b al, ] Lt
“&ctmn Wiew |J¢=»||X|I§J’ﬁi’§h?@ﬁ ‘

Tree I Users 25 objects
@ fctive Directary Users | Dame | Type | Description af
=2 sophos.cam bt User Key Distribution
D Builkin ﬁNetShow Administrators Security Group ... Members can Ful
[:l Computers ﬂ NetShowServices ser Windows Media
@ Domain Control mRAS and 185 Servers Security Group ... Serversin this g
D ForeignSecurit: ﬁESchema Adrmins Security Group ... Designated adm
“/ 2 Users Sophosliser
ﬂ Sweepupd ser
ﬂ TsInternetUser User This user accour
mWINS Users Security Group .. Members who he—
1 | KN | 3

5. In the Sophos User Properties dialog box, click the Profile tabbed page.

tember Of I Dial-in I E nvironment I Seszions
Remote control I Terminal Services Prafile
General | Address I Account I Prafile I Telephones I Organization

g SophosUser

First name:

Initials: I

Laszt name: |

Display name: ISnphusUsa

Dezcription: I

Dffice; |
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6. In the Profile tabbed page, in the Logon script field, enter login.bat. Click

Apply and then OK. Close all windows.

b4 ember Of I Dialin I Environment I Sesziong
Remate control I Terminal Services Profile
General I Address I fccount Profile | Telephones I Organization

— Uzer prafile

Profile path: I

Logon scripk: IIDgin.hat

— Home folder

% Local path: ||
" Cornect: I j Tar I

0k I Cancel Apply
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