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About this manual

This user manual has two main parts.
Part 1 Using EM Library tells you how to
B use the EM Library console

B manage libraries

B manage anti-virus software packages.

Part 2 Managing large networks with EM Library tells you how to

W choose the best EM Library setup for your network

B add more central installations

B add more libraries

B use libraries to simplify evaluation of updated software.

For information on the installation, initial setup, updating or uninstallation of
EM Library, see the EM Library startup guide.

Sophos documentation is published on the Sophos CD each month and at
www.sophos.com/support/docs/


http://www.sophos.com/support/docs/
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1 Opening the console

o

2.

10

You open the EM Library console as follows.

Sophos recommends that you keep the console closed unless using it. Doing
so saves bandwidth. EM Library will still send you email alerts or network
messages.

In the Windows taskbar, select Start|Programs|Sophos Enterprise
Manager|Sophos EM Library Console.

The console is opened. In the details pane, the last details you viewed are
displayed (if you saved your settings the last time you closed the console).

Console
tree

Menus Details

pane

Icons

i Sophos Enterprise Manager - [Console Root',EM Library (EX'SophosEM)]

Jnﬁn Console  Window  Help

=10l x|

|0 = E| @ =

| J Action  Yiew

Eavorites @brary IDDB |J [ | | | EY ﬂ\@ ‘_'_':,)

Tree I Favarites |

@ subscribed
@ Published

L @ Waste bin

KT

@ Unsubscribed

o

~ Configuration

Select Parent

Schedule Dgvnloads

Download Packages

Sitan St dmir

| Click here to select software packages.

ickATere to select the “parent” for pour library. Th
wihich packages and updates are downloaded.

Parent website is http://databank.sophos.com/databank.

rent is the location from

Click. here to zet the download schedulas for vaur librarny.

“You have configured scheduled downloads.

“You are using 1 package.

Click. here to start the downloading of the selected packages.
2770872003 12:07:55 last successful download

Click. here to adminizter deplopments to individual workstations and groups
computers.

r Muatifications

|Next update is scheduled for 25/08/2003 09:54:39
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2 Using the console

The console consists of the console tree, details pane and some menus that
are specific to EM Library.

2.1 The console tree

The left-hand pane of the console displays the console tree.

Double-click a library name to display the nodes that let you access the

message log and the packages, central installations and schedules that EM
Library manages.

Click any node to display its contents in the details pane (see section 2.2).

Tree I Favorites I

(1 Console Root
E--I‘:‘,_,’: EM Library (ExX)

SophosEM)

- @ Packages

= # Central Installations
2] Schedules

e WWaste bin

2.2 The details pane

The right-hand pane of the console is the details pane. This pane displays
details of packages, central installations and schedules and enables you to
manage them, as described in section 10 onwards.

'Hii Sophos Enterprise Manager - [Console Root'EM Library (EX'Soph

Jnﬁn Console  Window  Help
|J Action  Yiew  Favorites  Library  Tools |J & = | | |

Tree I Favarites |

1 Console Root hos Anti-Yirus For \Windows NT/2000/xP
=185 EM Library (REX\SophosEM) hos Anti-virus For Windows 95/98/Me
iy Message Log
E| Q Packages

@ al
@ Unsubscribed
@ subscribed

@ Published
-2 Central Installations

[ @ Schedules

2.3 The EM Library menus

W The Library menu includes options to select and download software, to
deploy software to workstations, and to change the library properties.

B The Tools menu enables you to create a new library, or to edit the options
for the console display, library security, or notifications.
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3 Checking last and next download details

In the EM Library console, you can check when EM Library last downloaded
updates, and when it will next do so.

1. In the console tree (left-hand pane), click EM Library.

Tree I Favarites |

(_1 Cansale Roat

[SREEEE! Library (Ex\SophosER)
iy Message Log

[ Packages

el Al

[ Unsubscribed

@ subscribed

@ Published

1 Central Installations

5 schedules

[ Waste bin

2. In the Details (right-hand) pane, the Configuration view is displayed.

Last successful download details are displayed beside the Download
Packages button.

Next update time is displayed in the status bar (bottom left-hand side). This
is always displayed, whichever details view you have open (except for the
Message Log, which is a separate MMC snap-in.

':m Sophos Enterprise Manager - [Console Root' EM Library {EX\SophosEM])] - |EI|1|

Jnﬁn Console  wWindow  Help |J D = H | |;|i|i||
|J Action  Yiew Favorites  Library  Tools |J & = | | | @ |J @ '_'_'%, |

Tree I Favarites I

r Configuration

D Consale Raot I
E--{ﬂl", 1 SophosEN) 3 ‘. ‘ Selact Parent Click here to select the "parent” for your library. The parent is the location from
i Message Log II? which packages and updates are downloaded.

@ Packages

@ Unsubscribed Sekedule Downloads | ik here ta set the download schedules for your librany.
nsubscribe: |

@ Subscribed You have configured scheduled downloads.
@ Published

:‘__l Central Installations Gelect Packagas | Click here to _select software packages.
@ Schedules You are uszing 2 packages.

= Waste bin

Parent website is http://databank.sophos.com/databank.

Click here ta start the downloading of the zelected packages.
18/09/2003 12:07:55 last successful download

Shart SAVAmIn | Click here to administer deployments to individual workstations and groups of
camputers.

r Matifications

Download Package

@ext update is scheduled far 15/09/2003 12:33:58 )

‘\__\___‘_‘—'_'___'/

12



Using the console

4 Monitoring EM Library via the message log

To check whether a procedure has been carried out, look in the message log.
1. Inthe EM Library console, in the console tree, click Message Log.

Tree |Fav0rites |

(] Consale Root
= {81 EM Library (RE:\SaphosEM)
i Message Log
+- [ Packages
(1 Central Installations
G Schedules
& Waste bin

2. The messages are displayed in the details pane.

You can change the types of message (warning, error or information)
displayed, as described in section 9. Only errors usually require you to take

action.
Severity | Time: | Description &
i ‘Warning 18/09/2003 11:22:0% The "\, EX\SophosEM" library deploy task has succeeded, but there ...
1 Information 18/09/2003 11:21:27 Package "Sophos Anti-wirus for Windows MTF2000/ %P (Latest 3.71E)"...
L Infarmation 18/09/2003 11:21:27 The "\\EX\SophosEM” library update task has succeeded,
i Information 18/09/2003 11:21:25 Motifications far Sophos Anti-virus for Windaws NT[2000/%P:
1 InFarmation 18/09/2003 11:12:29 The "\\EX¥\SophosEM” library update task has succesded.
1 Infarmation 18/09/2003 11:12:25 Global notifications:
A InFormation 18/09/2003 11:07:20 The "\\EX\SophosEM" library update task has succeeded,
1 InFormation 15/09/2003 10:33:55 The "\, EX\SophosEM" library deploy task has succeeded.
1 Infarmation 13/09/2003 10:33:55 The "\\ExSophosEM" library update task has succeeded, no files b,

To export the messages to a text file, click the Export icon in the toolbar.
To see full details of any message, highlight it and right-click. In the menu
that is displayed, select Properties.

@ The messages are stored in the Application log in the system’s Event log.
The number stored is determined by the size of that log. You can view the
messages via the computer’s administration tools if you want to.

@ You can limit the number of messages displayed. On the Tools menu, select
Options. Then click the Console options tab.
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5 Changing the library settings

You can change the options you set when you configured EM Library. You
can do this via the Configuration view or the properties pages.

@ The properties pages enable you to configure some extra settings, e.g. how
EM Library checks the integrity of files in the library.

5.1 Change settings via the Configuration view
1. Inthe console tree, click on EM Library.

2. In the details pane, the EM Library Configuration view is displayed. The
current settings are displayed. Click any button to edit them.

@ !f you click Select Packages, a list of all available packages, including any
that you have customised, is displayed (rather than the initial package
selection dialog seen during library creation).

Configuration

Select Parent EIIic_:k here to select the "parent” for pour library. The parent is the location from
which packages and updates are downloaded.

Parent website is http://databank_sophos.com/databank.

T Click. here to zet the download schedules for wour libram.

You have configured scheduled downloads.
Select Packages Click here to _select software packages.
You are using 2 packages.
Download Packages Click here to start the downloading of the selected packages.
18/09/72003 12:07:55 last successful download

Start SAYAdmin Click. here to adminizter deployments to individual workstations and groups of
computers.

5.2 Change settings via the properties pages
1. In the console tree, right-click EM Library and select Properties.

2. A set of tabbed pages is displayed. Click a tab, e.g. Update schedules, to
edit that setting. See section 7 for details.

EM Library (EX"SophosEM) Properkie ﬂ
Update schedules ] Integrity Checking ] Credentials ]
General ] Frimary parent ] Secondary parent

.ﬂ{; EM Library

The Enterprize Manager conzole iz curently managing the following library:

14
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6 Configuring the console display

You can change the settings used for refreshing information in the console
and for saving any changes made.

1. Inthe EM Library console, in the Tools menu, select Options.

Toals

Launch S&%Admin
Create Library. .

Options...

2. In the EM Library options dialog box, ensure the Console options tabbed
page is displayed. You can now change the settings, as described below.

EM Library options |
Consale optians ] Securit_l,l] Notifications]

Library editing options
Auta-refresh evern mitiLtes.

Meszage log options

Display up to |50 most recent messages.

Conzole display zettings
" Always save changes
% Prompt user to save changes

7 Mever zave changes

Library editing options

By default, the console will auto-refresh every 10 minutes. To change the
frequency, enter a time in minutes. The minimum time is 10 minutes and
the maximum is 600 minutes.

@ You can refresh the console display at any time by pressing the “F5” key.

Message log options

By default, the Message Log view displays the 50 most recent messages.
You can change this number.

Console display settings

By default, EM Library prompts you to save changes to the display when
you close the program. Alternatively, you can select Always save changes
(without a prompt) or Never save changes.

15
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7 Configuring the library

18

You can change the settings that the libary uses to download updates. You
do so via a set of properties pages.

You can also change settings via the EM Library Configuration view. See
section 5.

To open the properties pages, do as follows:

. In the console tree, right-click EM Library and select Properties.

. A set of tabbed pages is displayed. Click a tab, e.g. Update schedules, to

edit that setting.
EM Library (EX'SophosEM}) Properties x|
Update schedules ] |rtegrity Checking ] Credentialz ]
General ] Primary parent | Secondary parent

i_ﬂ{; EM Library

The Enterprize Manaager conzole iz currently manaaging the follawing librar:

At these tabbed pages, you can configure
W the primary parent

W the secondary parent

W the update schedules

B the level of integrity checking applied when the library is updated from
the Sophos databank

W the user credentials used to access the library.
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7.1 Primary parent
At the Primary parent tabbed page, you can

W specify the source from which EM Library first attempts to download
updates (the “primary parent”)

B modify the settings used to access the internet.

By default, Website is selected. The address of the Sophos databank is
available in the drop-down menu.

If the EM Library is a “child” library which downloads updates from another
library via an HTTP connection, enter that address instead.

If the EM Library is a “child” library which downloads updates from another
library via a UNC connection, select UNC path and enter the full path.

EM Library (EX"SophosEM) Properties ﬂ
Update schedules I Integrity Checking I Credentials
General Prirnary parent Secondary parent

Select the default parent for thiz ibrary.

&+ Mfebsite Ihttp:Ndatabank.sophos.com#databanj Set access_..l
" LMC path Inone\ Browse ... |

7.2 Secondary parent

If EM Library fails to connect to its usual parent, it can attempt to download
updates from an alternative source, e.g. another EM Library on your
network.

Select Website or UNC path and enter the location of the parent.

EM Library {EX"SophosEM) Properties ﬂ
Update zchedules I Integrity Checking | Credentialz |
General I Prirary parent Secondary parent

Select an alternative parent for thiz librany.

" wiehsite |none j Set access...l
& UNC path I\\Sewer‘l\SophosEM Browse ... |
" Mone

19
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7.3 Update schedules

At the Update schedules tabbed page, you can specify the times at which
EM Library downloads updates.

To change an existing schedule, highlight the schedule in the list and click
Edit schedule.

To create a new schedule, click New schedule. The schedule wizard guides
you through the process.

Q To activate a schedule, tick the checkbox beside its name. You can activate
only one schedule at a time.

EM Library (EX"SophosEM) Properties ll
General | Frimary parent | Secondary parent
Update schedules | Integrity Checking I Credentials

The library will be updated according to the selected schedules

[wMew schedule [[Enter schedule description here])

Edit schedule | Mew schedule |

] I Cancel | Apply |

20
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7.4 Integrity checking
EM Library can check for corrupted or missing files
W in the library (when it downloads updates)
B in a CID (when it updates the CID).
It also replaces such files.
At the Integrity Checking page, you can specify the level of checking.
Standard compares file sizes and names. This is the recommended option.
High compares file checksums and can be significantly slower.

@ EM Library only checks the integrity of a CID when there are updated files
available. To check the integrity of a CID at other times, perform a manual
update of the CID (see section 20).

EM Library (REX'SophosEM]) Propertie ﬂ
General ] Frimary parent ] Secondary parent ]
Update schedules Irtegrity Checking ] Credentials ]
Library

" Mone Wwihen the library iz updated, EM Library can compare
e = the packages with those on the databank and replace

cormupted or missing files.

" High
Cio
" Maone When Er Library updates a CID, it can compare it
with the zoftware package and replace cormupted or
' Standard missing files.
™ High
Mone Mo integrity checking. Corupted or mizzsing files are not

replaced. Sophoz does not recommend this option.

Standard Compares file names and sizes. Files that do not match are
replaced. Sophos recommends this option.

High Compares MDE checksums. Files that do not match are
replaced. This iz more thorough than the Standard option but
uzes mare bandwidth,

0K | Cancel Apply
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7.5 Credentials

At the Credentials tabbed page, you can specify the user credentials that
EM Library uses to access CIDs. You can also specify special library
credentials required for certain non-standard libraries.

EM Library (REX'.SophosEM) Properties il
General I Frimary parent I Secondary parent I
Update schedules I Integrity Checking Credentials

— Global CID credentials

Usermame: Ifred NDS details...l
Pazsword: I Delete |
LCanfirm I

 Special library credentials

Uszemane: I Test |
Eassword:l Delete |

Uze special library credentials only if you have placed files for a remate
library on a different computer fram that running the EM Library services
which manage them.

0K, I Cancel Spply

Global CID credentials

By default, EM Library accesses CIDs using the EM Library account (which
you were prompted to choose after installation, and which you can change
described in section 8). If you prefer to use a different account, type the
username and password here. For details of the different formats to use for
Windows and NetWare, see below.

EM Library will use these credentials to access all the CIDs, unless you
specify different credentials for a particular CID when you create it (see
section 17).

22
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To specify a Windows domain or local computer account
Enter

domai n\ account or

conput er\ account

To specify a NetWare NDS account

Click NDS details. In the NDS Information dialog box, enter the tree name
and the fully distinguished user name and server name in the format

cn=user. o=0r gani sati on

If you are uncertain what to enter, run the NetWare “NWADMIN” utility
supplied with the NetWare Windows client.

Then click OK to return to the Credentials page. The credentials are then
displayed as a single string.

NDS Information x|

~MDS account details

User name [full MDS contest):

|cn=kil. ou=sUppart. o=testriet c=uk

Tree name [tree name only):

|support

Server name [full MODS contest]:

|cn=netws‘| .o=testnet c=uk

ok I Cancel

Special library credentials

You need special library credentials only if you have created a remote library
and placed the files on a separate computer from that running the EM
Library services.

23
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8 Changing the EM Library account and users

When you install EM Library, you specify an account for it to run under. This
account is either a default local account (which is created for you) or an
existing account that you select.

All users in the administrator group are enabled to use EM Library.
You can change these settings
as follows.

1. Inthe EM Library console, in the Tools menu, select Options.

Tooks || 4= = |
Create Library. ..

2. Inthe EM Library options dialog box, click the Security tab.

To change the EM Library account for services (at the bottom of the dialog),
click Change and enter the new account details.

To change the users who have access to EM Library, click Add/Remove and
continue to step 3.

EM Library options |
Console options  Security | Notificationsl

Access bo the active components iz granted to the following groupsfusers:

q Ex\adminiztrator
3 walES\MaikL
1 WAL E5\Damain Admins
3 EXEMLibUsert

Add/Remove ... |
— EM Library account for services

Accgun[name IEMLIbUSEI'1 Ehange... |
0K, I Cancel | Spply |

24
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3. The Grant access to Groups and Users dialog box is displayed. To add a
group or user, double-click an entry in the Available Groups/Users list.
Alternatively, at the bottom of the dialog box, select Add Group/User, enter
an account name, and click Add. To remove an entry, highlight it in the
Groups/Users granted access list and click Remove. Click OK.

Grant access to Groups and Users

List names from: |W‘A ﬂ

Available Groups/zers:

T wiaAdmin -
1 wasDomain Adming :1
T wasDomain Guests

1 waADomain Users

T wasDomineers

1w ADynamics Users

[ Show Users
Add |
Groups/Users granted access:
o W APaul0
[ Add Group/User. Type in account name:
Ok | Cancel |

25
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9 Enabling EM Library to send alerts

26

1.
2.

EM Library can alert you when it completes downloads or encounters errors.
You can receive the messages by email or desktop messaging.

To set up alerts, do as follows.
In the console, on the Tools menu, click Options.

In the EM Library options dialog box, click the Notifications tab
x|

Console options | Security  Metifications ]

Maotifization method:
|Email =]

[ Dizable alerts for thiz notifization method

[ EM Library activity

- Wwhen you select "EM Librany activity'' ermor notifications are
\I) zent automatically. *r'ou may also include notifications for the
following:

W warmings
v Completed actions

[~ Werbose mode for koubleshooting

v Messages from Sophos

[v Dowrloaded IDE s and packages

LConfigure ...

i

] | Cancel Apply

Notification method

Click the drop-down arrow and select the notification method. Then deselect
Disable alerts for this notification method.

If you select email messaging, you must enter the email addresses and
SMTP settings, as explained in step 3.

EM Library activity

Select this option to receive error messages. You can also include warnings
or notification of completed actions. Verbose mode lists every file
downloaded to the library.

@ A completed action (such as a library download or CID deployment) does

not necessarily mean the result was successful, or that any new files were
actually transferred.
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Messages from Sophos

Select this option to receive messages from Sophos about product updates
and other important information relating to the use of EM Library.

Messages that are intended for all EM Library users are also displayed in the
Notifications pane in the Configuration view (see section 1).

Messages intended only for customers who subscribe to particular packages
can be seen by right-clicking the package and selecting Properties.

Downloaded IDEs and packages

Select this option to receive notifications when IDEs or software packages
are downloaded from Sophos (or from the parent library). You will receive a
list of the new files that have been downloaded.

. To specify how email messages are sent, click Configure.

In the Email Settings dialog box, enter an email address in the “From”
address text box. Any undelivered email will be returned to this address. In
the Recipients text box, enter an email address to which you want message
sents and click Add. In the SMTP server text box, enter details of your
SMTP server. Then click Test. EM Llbrary will send a test message to each
recipient. Click OK to return to the Notifications tabbed page.

Email Settings x|

—"From'' addrezs

Iadministratur@suphus.mm

— Recipients

Ieml_admin@su:uphu:us.u:u:um

Add
ern|_admind@zophos. com Fiemaove |

—SMTF server

smitp.zophoz. com Test |
] I Cancel |

27



EM Library user manual

28



Managing software packages

Subscribing to packages
Unsubscribing from packages
Updating packages manually

Customising package installation

Viewing package details



EM Library user manual

10 Subscribing to packages

28

2.

3.

If you subscribe to a package, the latest version is downloaded to your
library when you connect to the parent databank, and (by default) placed in
any central installation directories set up for that package.

To subscribe to a new package or packages, do as follows.

In the EM Library console, in the console tree, double-click EM Library.
Double-click Packages and then click Unsubscribed.

Tree |Fav0rites |

(] Console Root
=-{@% EM Library (REx\SophosEM)
iy Message Log
= [ Packages
@ al

@ subscribed

@ Published
(1 Central Installations
E Schedules
& Waste bin

In the list of unsubscribed packages shown in the details pane, highlight the
item(s) you want to subscribe to. Right-click to display a menu. In the
menu, select Subscribe.

Mame | Current version | Update Type IMaintained
Sophos Anti-Yirus For Windows NT/2000/%P 371 IDEs only Yes
phos Anti-virus For Windows 95/98 M 3 d = p =
phos Anti-virus For Windows 95/98Me 3.72 el '?L_'rf aw
sophos Anti-Virus For Windows NT/2000/%P 3,72 e i B_CIES
sophios Anti-virus For Windows NT/2000/4P 3.73 rateusmm'se Gy
Sophos Anti-virus For Windows 95(98/Me 3.73 Unscrie
Copry
Refresh
Properties
Help
. i

In the message box, click Yes to specify a central installation directory into
which the software will be placed. The Central installation configuration
wizard guides you through the steps needed to specify a new CID (see
section 17, step 4 onwards).
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11 Unsubscribing from packages

If you unsubscribe from a package, updates for that package will no longer
be downloaded to your library.

@ If you unsubscribe from a package that is still in use on your network, you
may leave computers unprotected (you will see a warning message).
Follow the instructions below to ensure that this does not happen.

1. In the EM Library console, in the console tree, double-click EM Library.
Double-click Packages and then click Subscribed.

2. In the list of subscribed packages, find the package. First, check whether it
is still in use:

m If the package has “Yes” in the Has CIDs column, ensure that no central
installations (CIDs) depend on it. Right-click the package, select
Properties and check which CIDs it has. Then, in the EM Library console,
double-click Central Installations, find the CIDs and delete them from the
list (this does not delete the CIDs themselves).

m If the package has “Yes” in the Published column, right-click it and select
Unpublish.

B |f the package has “Yes” in the Used by customised packages column,
find the customised package(s). Right-click on the customised package(s)
and select Properties. Then change the Base Package.

Then right-click and select Unsubscribe.

'Hi Sophos Enterprise Manager - [Console Root',EM Library (REX\Sop =101 x|

J"ﬁ] Console  window  Help |J D = H | |;|i|5||
|J Action  Wiew  Favorites  Library  Tools |J = = | | | | @ |J @ '_'_'i, |

Tree I Favorites I

Current version | Update Type Mainkained

3 Conscle Roat s Anti-Yirus For Windows NT/2000) <P ad d,l'Conigure P Ves
E{?u'? EM Library (REX\SophosEM) 5 Anti-wirus For Windows 95/95Me Grestie mulidle @S Wes
f iy Message Log Create Customised Copy

(= [ Packages
Cobe@oal

@ Unsubscribed
@ Subscribed Copy

Unsubscribe
Publish

@ Published T
L1 Central Installations

5] Schedules Properties
ot Waste bin

Help

i | i

Unsubscribe the selected package.

To check that packages have been added to the unsubscribed list, in the
console tree, click Unsubscribed. Press the F5 key to refresh the view.
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12 Updating packages manually

EM Library automatically downloads the latest updates for subscribed
software packages from the parent at times you have already specified.

You can perform these downloads manually. See the instructions below.

@ You can also script downloads from other applications or arrange for a
parent library to update child libraries automatically. See Appendix 2.

1. Inthe console, on the Library menu, click Download Packages.

@ Alternatively, in the Configuration view, click Download Packages.

Library  Tools

Select Packages

Download Packages

Skart SAYAdmin

Properties

2. Inthe EM Library message box, click Yes.
kS

Er Library will download the packages to which wou have subscribed.

This procedure may take some time.

Do you want ko perfarm thiz procedure now?

3. The Updating packages from the parent progress bar is displayed. You can
close this message box without interrupting downloading, and can then
make changes on any other libraries managed from this console.

Updating packages from the pa 5[

@ Downloading files from parent...

I

When downloading is complete, the last successful download date and time
shown in the Configuration view will change.
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13 Customising package installation

If you want to change the way software is installed on workstations, e.g. to
specify the frequency with which workstation installations of Sophos
Anti-Virus will look for updates in the central installation directory (by
default 60 minutes), you customise the software package.

@ Customised settings are only available for Sophos Anti-Virus for Windows.
Q This procedure does not modify the original software package.
To customise a package, do as follows.

1. Inthe EM Library console, in the console tree, double-click EM Library.
Double-click Packages and then click Subscribed.

Tree |Fav0rites |

(] Console Root
=-{@% EM Library (REx\SophosEM)
iy Message Log
= [ Packages
@ Al
@ Unsubscribed
5= B Subscribed
@ Published
(1 Central Installations
G Schedules
& Waste bin

2. In the list of subscribed packages shown in the details pane, highlight the
item you want and right-click. In the menu, select Create Customised Copy.

Marme Current version | Update Tyvpe Maintained
% Sophos Anti-Yirus For Windows NT(2000/=P L ates s = s

AddConfigure CID
Create multiple CIDs

Create Customised Copy

Unsubscribe
Publish

Copy
Refresh

Properties

Help
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3. In the Package customisation wizard dialog box, click Next.

New customisation wizard il

wWelcome to the Package
A " Customisation Wizard

Thiz wizard lets you create a customised copy of a package.

To continue, click Mext.

Cancel

4. In the Base Package dialog box, check that you have selected the package
on which you want to base your customised package. If you have not, click
Cancel and return to step 2. If you have, click Next.

New customisation wizard 1[

Base Package N
The customized package will be bazed on the following package. [?“'

— Mame
Sophos Antiinus for Windows NT/2000/F

— Description
Latest update

— Platform
Windows NT 4.00, Windows 2000, Windows =P

— Wersion
Latest [3.73]

Cancel
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5.

6.

In the Customised Package Name and Description dialog box, a default
name and description for the new package are displayed. Enter a name that
is different from that of the original package. Click Next.

New customisation wizard

Customized Package Mame and Description
Enter a name and description for the customized package.

I arme:

Description: | Latest update

< Back I Mest > I

Cancel

In the Customisations used dialog box, select the customisations you want
to apply to the base package. By default, SAV for [platform] configuration is
selected, enabling you to configure how installation and updating of Sophos

Anti-Virus occur.

You can also select items such as additional virus identities, if they are

available. Click Next.

New customisation wizard

Customisations used
Select the types of customization vou want to apply.

=

Customizations applied to the package:

[WiSAY for Windows NT/200044P configuration (3.73)

< Back I MHest » I

Cancel

33



EM Library user manual

7. In the Package customisation wizard: SAV [platform] dialog box, ensure
Auto-upgrade is selected so that workstations will update automatically from
the central installation. To prevent users from removing Sophos Anti-Virus
via the Control Panel, select Prevent removal (this option is important for
installations of Sophos Anti-Virus on Windows 95/98/Me computers). Click
Next.

Package customisation wizard: SAY¥ NT/2000 1[
[aina
Ty
SV NT Installation options:
v &
Enables automatic upgrading of Sophos Antiinus
installations from the central copy.
[~ Prevent remaval
Frevents Sophas Antiirus from beinag removed via
the Cantral Panel Add/F emove madule.
< Back I Mext » I Cancel
8. In the next dialog box, Non-interactive updating is selected by default. To

enable interactive updating, select Interactive.

If you want to give users the option to postpo

select Allow users to postpone auto-upgrade.

Anti-Virus for Windows NT/2000/XP, you can
update can be postponed, or the length of time

Click Next.
If customising the SAV for Windows 95/98/M

Package customisation wizard: SAY NT/2000

e

&
=

ne non-interactive updates,

If you are customising Sophos
specify the number of times an
for which it can be postponed.

e package, go to step 10.

Auto-upgrade mode:

 Interactive

Allaves the wser to recanfigure Sophos At
oh upgrades.

=

nded auto-upgrades.

[ Allow uzers to postpone aubo-upgrade:

& upio |5 _Ij times
) far |2 _I: dayz

< Back I Mest » I

Cancel
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9. If you are customising Sophos Anti-Virus for Windows NT/2000/XP, the
dialog box below is displayed. By default, Sophos Anti-Virus will check for
an updated version of the software Every 60 minutes. To change this, enter
a frequency in minutes in the text box, or select Daily or Weekly. Increasing
the frequency can slow the network down if many computers are involved.
Click Next.

Package customisation wizard: SAY NT/2000 x|

Auto-upgrade check frequency:

IBD _I: Tinutes

< Back I Mext » I Cancel

10.In the Completing the Package Customisation Wizard dialog box, check
that the base package, new package and customisation details are correct.
Click Finish to return to the console.

x
Completing the Package
A " Customisation Wizard
II' Base Package: -

Sophoz Antivirus for Windows NT/2000/F
Platform: Windows NT 4.00, Windows 2000, Windows 3P
Wersion: Latest [3.73)

Mew Package:
Sophos Antivirus for Windows NT /2000/F [custom)
Latest update

Custorizations applied:
SaY for Windows NT /2000/<F configuration [3.73)

SAV NT Optiohs:
Auto-upgrade: Yes
Prevent removal Mo _I

To close this wizard and create the customised package, click
Finizh.

Cancel |

< Back
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11.In the list of subscribed packages, check that the customised package is

displayed in the list.

Now you must enable EM Library to place the package in a central
installation directory for distribution.

12.Right-click on the customised package. On the menu that is displayed, click

Add/Configure CID.

arme | Current version | Update Tyvpe | Maintained |
[ % Sophos Anti-virus For Windows NT/20007x) Latest (3.73) Update SaY ... ‘Yes

AddfConfigure CID

Create multiple CIDs

Create Customised Copy
Unsubscribe
Fublish

Cuk
Copry
Delete
Rename
Refresh

Properties

Help

13.EM Library detects that the package is a customised copy of another

package that already has a central installation directory (CID).

Click Yes if you want the customised copy, rather than the original package,
to use this CID.

Click No if you want to specify a new CID for the customised package. In
this case, the CID creation wizard is launched for you (see section 17,
step 4 onwards).

EM Library x|

& This package is an alternative version of another package which already has a central installation directory (CIDY,

Do wou wank to use the existing CID For this version of the package?

VCALDARA|InterChkiNTInst|i3ge

] Cancel
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14 Viewing package details

1.

2.

You can easily find full information about how a software package is
managed (updated, customised, distributed etc).

In the EM Library console, in the console tree, double-click EM Library.
Double-click Packages and then click the type of packages you want to view.

In the details pane, information about each package is shown in the columns.

You can change the order of the columns. Select a column heading and drag
it to the place where you want it to be.

Column heading

Description

Current version

Product version number. 'Latest' followed by a number indicates that
the package is always updated with the latest version.

Update Type

'Product and IDEs' means that the package is fully updated each
month and updated with IDEs when they become available. 'IDEs
only' means that the package is updated with IDEs, but not with the
full, monthly product update.Useful if you want to evaluate the new
version each month before a full deployment.

Maintained

'Yes' indicates that the package is maintained on the parent and will
therefore be updated with new virus identities.

Subscribed

'Yes' indicates that the package will be downloaded and kept updated.

Has CIDs

'Yes' indicates that the package will be placed in a central installation
directory for distribution to workstations.

Used by customised
package

'Yes' indicates that there is a customised package based on this
package.

Published 'Yes' indicates that you have made this package available for
downloading by other, child libraries.
Downloaded 'Yes' indicates that this package has been downloaded.

Full update after

A full, monthly update of this package will occur as part of the first
scheduled (or manual) update run after the date and time shown.

Description The function of the product, e.g. desktop scanner, or a warning that
the package must only be used with EM Library.

Platform The operating system the package runs on.

Type Indicates whether the package is standard or customised.

Release Indicates whether the package is a Full or a Beta release.

Time issued The time when Sophos made the package available.
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15 About EM Library and large networks

How can | use EM Library to update large networks more efficiently?

40

The best approach depends on your network.
m Single, high-speed, permanently-on LAN or WAN connections

Use a single Enterprise Manager library with multiple central installations
(diagram 1). For information, see sections 16-20.

m Slow WAN (or you want to distribute software via web server)

Use additional, “child” libraries that connect to your original “parent”
library (diagram 2). For information, see section 22.

® No WAN (and you cannot distribute software via web server)

Use additional Enterprise Manager libraries that connect directly to the
Sophos databank (diagram 3). To use this approach, just repeat the
installation procedure in the EM Library startup guide, sections 2 to 8 to
set up each library. You must have a separate licence for each connection.

If you are considering multiple CIDs, be aware that EM Library pushes files
to each CID in turn. This can be time-consuming if there are many CIDs, or
over slow WAN links, so consider the location of libraries and CIDs carefully.

If you are considering multiple libraries, be aware that an EM console can
only connect to libraries via UNC connections. If your libraries are linked via
HTTP, you need a separate console for each library.
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Diagram 1

Single library, many CIDs.
Suitable for high-speed LAN

or WAN.

Diagram 2

Single connection to
databank, multiple
libraries. Suitable for

slower WAN.

CID

WAN/

HV

Child library

| LAN

Sophos databank

LAN LAN

CID CID

Sophos databank

Parent Library

WAN/

NTTP

Child library

LAN
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Diagram 3

Multiple libraries all
connected to databank.
Suitable when there are
no WAN or web
connections.

Sophos databank

Library Library
s ~—
== =
———— ——
e—— o —

CID CID

N

Library

CID

How can Enterprise Manager help with software evaluation?

Some administrators require greater control over the evaluation and
deployment of Sophos Anti-Virus. To help them, Sophos makes two kinds of
Sophos Anti-Virus package available.

B Packages that are automatically updated to the latest version each month.

W Packages that deliver a fixed version of Sophos Anti-Virus.

Administrators can use “latest version” packages on a test network, and
“fixed version” packages on the main network. This enables them to

evaluate each version as it becomes available and then decide when to
update the main network.

For information on “fixed version” packages, see sections 23 to 25.
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16 About central installations

16.1 Central installation directories (CIDs)

@ A Central Installation Directory (CID) is a directory into which Sophos

o

software is placed in a form suitable for deployment to workstations.

When you subscribe to a package or packages for the first time, EM Library
checks to see if there are already Sophos CIDs (one for each Sophos product)
in default locations on the local computer. If it does not find any, it creates
CIDs in the SophosEM/CIDRoot/ folder.

You must ensure that the Sophos Anti-Virus for Mac CID is on a Windows
2000 server that has an AppleShare compatible network share, and you
must set read permission to "everyone" on that network share.

If you use EM Library to update NetWare or Unix computers, you must
change the CID locations. See the EM Library Startup guide, section 6.

16.2 Accounts used to update CIDs

Unless you specify otherwise, EM Library uses the EM Library network
account to access CIDs. This is the account EM Library runs under and was
created for you (or specified by you, see section 8).

Alternatively, you can configure EM Library to use

B Global CID credentials. These are used for all CIDs (except any you
create individual credentials for). To specify these credentials, right-click
the EM Library name in the console, and click the Credentials tabbed

page.

m Individual CID credentials. These are used for a particular CID and take
precedence over the global credentials. You specify these credentials
when you create a new CID (section 17) or when you configure a CID
(section 19).

16.3 Why create additional CIDs?

44

If you are managing a large network, you may be able to distribute software
more efficiently by adding further CIDs on other computers. You can add
further CIDs in two different ways:

B add and configure a single extra CID (section 17)

® add multiple CIDs for one product (section 18).
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17 Adding a single central installation

To add a single extra central installation (CID) for a Sophos Anti-Virus
package, do as follows.

@ Before you configure EM Library to use a CID on a remote computer, ensure

a CID is already present on that computer, or create a new share there.

@ EM Library can only place CIDs on UNC drives, i.e. those conforming to

the naming convention \\server\sharename[\directorytreel. It cannot place
CIDs on mapped drives, e.g. S:\directory.

Q Central virus reporting (InterCheck server function) is enabled only if you

1.

2.

specify a CID within an existing Intercheck share.

In the EM Library console, in the console tree, double-click EM Library.
Double-click Packages and then click Subscribed.

Tree |Fav0rites |

(] Console Root
=-{@% EM Library (REx\SophosEM)
iy Message Log
= [ Packages
@ Al
@ Unsubscribed
5= B Subscribed
@ Published
(1 Central Installations
G Schedules
& Waste bin

In the list of packages shown in the details pane, highlight an item.
Right-click to display a menu. In the menu, click Add/Configure CID.

| Mainkained ‘
Wes

MName | Current version | Update Tvpe
% Sophos Anti-virus For Windows NT/2000[<P Latest (3.73) Update SaY ...
Sophos Anti-Yirus For Windows NT20007xP (, aka abaSiy

AddConfigure CID
Create multiple CIDs
Create Custonised Copy
Unsubscribe

Publish

Cuk

Copy
Delete
Rename
Refresh

Properties

Help
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3. In the EM Library message box, click Yes. This confirms that you want to
add another CID.

EM Library x|

& ‘fou have already created a central installation For the selected package.

Do wou want to create another central installation For khis package?

4. In the Welcome to the Add CID Wizard dialog box, click Next.
x|

Welcome to the Add CID Wizard
AP

Il' Thiz wizard will guide you through the creation and configuration
of an additional central installation for this package.

To continue, click Mext.

< Back Cancel
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In the Package Information dialog box, ensure the package whose CID you
want to specify is displayed. Click Next.

x|
Package Information =
The CID will be based on this package. [%‘"hf

— Mame
Sophos Anti-Virus for Windows NT/2000/P [custom)

— Degcription
Latest update

— Platform
Windows NT 4.00, Windows 2000, Windows =P

— Wersion
Latest [3.73]

Cancel

In the CID Name and Description dialog box, default details are displayed.
To change them, type your chosen details in the text boxes. Click Next.

x
CID Mame and Description d‘h
Enter a name and description for the new CID. [‘"’
Mame: ISophos Antiins for Windows NT/2000/F [custom]

D escription: ILEItESt update

< Back I MHest » I Cancel
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7.

In the CID Credentials dialog box, you specify the credentials that EM
Library will use to access the CID.

If you select Global credentials, the credentials used for existing CIDs are
used. These are either the credentials of the EM Library network account or
credentials you have specified (see section 7.5).

If you want to use credentials specific to this CID, click Individual and enter
alternative details, as described below. When you have finished, click Next.

x|

CID Credentials A
EM Library will uze the credentialz below to access and update the CID. | ¥

&)

Fleaze zelect the credintails pou wizh to use for thiz CID.
" Global

The global credentials for EM Library.
@ |ndividual

Uszemarme: Iusername MDS details... |

Password: Imx

LConfirm password: Imx

Thiz information will remain confidential.

< Back I Mest » I Cancel

To specify a Windows domain or local computer account
Enter domai n\ account or conputer\account
To specify a NetWare NDS account

Click NDS details. The enter the tree name and fully distinguished names
for the user and server in the format

cn=user. 0=0r gani sati on

If you are uncertain what to enter, run the NetWare “NWADMIN” utility
supplied with the NetWare Windows client.

Then click OK to return to the Credentials page.
x|

~NDS accournt detail

Uszer name [full DS contest]:

Ic:n=kit.0u=support.o=testnet. c=uk

Tree name [tree name only):

|support

Server name [full MDS context]:

Icn=netws1 .o=testnet.c=uk

ok I Cancel
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8.

9.

In the CID Location dialog box, the default central installation directory
(CID) for the software is displayed. Click Custom CID location. Then enter
the full UNC path for the directory, or click Browse and find the directory.
Click Next. EM Library will check whether it can contact the CID, and will
warn you if it cannot.

x|
CID Location ,1?‘
EM Library has selected a default location for wour CID. Altemativly, you may ia"?’

choose a different location.

" Default CID location
WCAL AR A nterEhkh N T nsthiaeE

& Custom CID location
Uszesz the following LUMC path to the CID directorny:

SCALDARAMEMNS avforNT

< Back Mest » Cancel

In the Schedule Deployments to the CID dialog box, you specify when the
CID is updated. By default, the CID will be updated automatically when the
packages in the library are updated. Sophos recommends this. If you want
to use manual updating instead, select On demand (manual). If you want to
schedule updates for set times, select As scheduled and select a schedule
from the list or click New Schedule to create a new schedule. Click Next.

If you schedule updating of a CID, the update occurs at a random time
during the hour you specify. This can delay the distribution of the latest
software by up to an hour.

x
Schedule Deployments to the CID »1?3

Pleaze zelect when you want EM to update the CID. ;al i
Choose when the CID will be updated.

& Wfhen packages are updated [autoraticE

' On demand [manual]

 As scheduled:
[ 1Download schedule [Schedule for downloading from databank)

Mew schedule ... |
< Back I Mest > I Cancel |
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10.1In the Integrity checking dialog box, select the level of integrity checking
that EM Library will use when the CID is updated. Click Next.

x|
Integrity checking Eﬂh
g

Select the level of integrity checking pou want to use for this CID.

Wwihen EM Libram updates a CID, it can compare it with the software package and
replace cormupted ar mizzing files. Ta specify how it does thiz, select one of the aption:

" None

Mo integrity checking. Corupted or miszing files are not replaced. Sophos does nat
recommend this option.

Compares file names and sizes. Files that do not match are replaced. Sophos
recarmmends this option.
" High

Compares MDS checksums. Files that da nat match are replaced. Thiz iz mare
thorough than the Standard option but uses more bandwidth,

< Back I Mext > I Cancel

11.In the Completing the Add CID Wizard dialog box, check the CID
configuration details. Click Finish.

x|
Completeing the Add CID Wizard

CID configuration:
Sophos Antivirus for Windows NT/2000/4P [custom]
Latest update

|»

Package to place in the CID:
Sophos Antivirus for Windows NT /2000/%P [custom]
Windows NT 4.00, Windows 2000, Windows <P

Location:
SCALDARANEMAS avioT

Schedule tpe(s]:

Integrity Check: -
Standard LI

Ta close this wizard and add the new CID, click Firish.

< Back Cancel |
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12.The new CID is now displayed in the details pane. To place the latest
software in the CID, right-click on its entry. In the menu that is displayed,

select Update CID.

The central installation is updated whenever Enterprise Manager downloads
an updated version of the software package, unless you specified manual or

scheduled updating.

Jnﬁn LConzole  Window  Help

Tree I Favaorites |

D Console oot
=% EM Library [BIRDD OGS ophosEM)
i Message Log

[ Unsubscribed

':m Sophos Enterprise Manager - [Console RootAEM Library [BIRDDOG\SophosEM]\Central Installationz]
D2 @ |=lslx]
|J Action  Wiew Fawortes  Librany  Tools |J & o= | | é{; | X | @ |J @ '_'_'i‘ |
Location I Package I ame
ﬁ SABIRDDOG  nterChiSNT 0 r -:I-'-I' oD = b [ s M T /200054F: La...  Sophos Anbidyi
9 \MBIRDDOGASharedWMTlr F"’” Y indows MT/2000/P: La...  Sophos Antivi
) \\BiddogiinterChiiN Tirs | Pae DI [Ehecksum allfles) kw7 /2000/4P: La.. Sophos Antivi
Cut
Copy
Delete
Properties
Help
< | 10|

|Update CID naw
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18 Adding multiple central installations

2.

52

If you have a large network, you can use a single procedure to create
multiple central installations for a software package.

The procedure described below adds multiple CIDs, but does not configure
them. You can configure the CIDs later, as described in section 19.

Before you add multiple CIDs, create a share on each computer or ensure
that a CID is already present there.

Central virus reporting (InterCheck server function) is enabled only if you
specify a CID within an existing Intercheck share.

EM Library will attempt to create the CIDs using the global CID credentials if
you have specified them, or otherwise the credentials of the logged-in user.
For updating, it will use credentials as described in section 16.2.

In the EM Library console, in the console tree, double-click EM Library.
Double-click Packages and then click Subscribed.

Tree |Fav0rites |

(] Consale Root
=I-[@1 EM Library (REX\SaphasEM)
p Message Log
=l [ Packages
@ al
@ Unsubscribed

@ Published
_LJ‘_ Central Installations
5 Schedules
&Jf Waste bin

In the list of packages shown in the details pane, highlight an item.
Right-click to display a menu. In the menu, click Create multiple CIDs.

Current version | Update Tvpe IMaintained

phos Anti-ifirus For Windows NT{2000/:R

&ddfConfigure CID
& Sophos Anti-Yirus For Windows 95/98/Me / g

Create multiple CIDs

Create Customised Copy
Unsubscribe
Publish

Copy
Refresh

Properties

Help
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3.

In the Welcome to the Add Multiple CIDs Wizard dialog box, click Next.
x|

Welcome to the Add Multiple
A " CIDs Wizard

II' Thiz wizard guides pou through the addition of mulliple central
inztallations for this package.

To continue, click Mext.

< Back Cancel

In the Select Computer Shares dialog box, click Computer and browse to
each computer where you want to add a CID. Alternatively, in the Target

CID Locations window, type the paths of the shared folders where you want

to add a CID, separating them with commas. Click Next.

Add multiple CIDs wizard |

Select Computer Shares @h
w

Enter a comma-separated list of computer shares whers yaou want to create ClD s

Target CID Locations:
‘“Bamako nterChk AW TInsthi38eh; ;I

“UhucklandnterChk AN Tlnsthi3aes
“WBizcuits nterChkAM TInsthi386N;

[

To add shares to the list, browse to the share or type or paste the share detailz in the
tewt biow,

InterChi TInsthiZEes

< Back Mest = Cancel
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5. In the Conflicts with CIDs already managed by EM dialog box, you specify
how EM Library behaves if it is already managing one of the CIDs you have
just specified. By default, EM Library overwrites the CID with a new
software package. If you want to keep the existing CID as it is, select Ignore.

Add multiple CIDs wizard x|
Conflicts with CIDs already managed by EM ;‘h
I EM Library already manages one of the ClD s vou have specified, it can either [‘ﬂf

overwiite the CID with a new package, or leave the CID as it is.

Ebd Library ovenarites the existing CID, uzing the default settings.

" lgnore
EM Library leaves the exizting CID unchanged.

< Back I Mext > I Cancel

6. In the Completing the Add Multiple CIDs Wizard dialog box, check that the
CID details are correct. Click Finish.

Add multiple CIDs wizard

Completing the Add Multiple CIDs
Wizard

The following Cl Dz will be added: d
W iragetnterChikwwSinst
WhhiragetnterChk vwSSinsth1
YhhirageilnterChikwa3Binsth2
W iragetinterChikhvwaSinsth3
W iragehinterChiywaSinsthd

CID s marked above with a starl”] alieady exist, The
contents of thez e CIDs will be ovenaritten.

[ |

Ta close thiz wizard and add the new CID s, click Finish.

Cancel |

< Back

You have finished adding CIDs for the software package. Now you can
configure the CIDs, as described in section 19.
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19 Configuring central installations

You can configure central installations via a set of properties pages.

1. Inthe EM Library console, in the console tree, double-click EM Library.
Click Central Installations.

Tree I Favarites |

[:I Console Root
= EM Library (Ex|SophasErT)

EQ Packages
L@ oAl

@ Unsubscribed

@ subscribed

@ Published
Cenikral Installations

----- @ Schedules

. @ W aste bin

2. In the list of central installations shown in the details pane, highlight the one
you want to configure. Right-click to display a menu. Select Properties.

s InterChiANT Inst 386 = e MT(20000%P: La,,
i TnterChkiwasInst Upekiiz G0 s 95,98/ Me: Late
L YRER Inter ChKINTInst i386-2 Update CID (Checksum allfiles) | ronngie: La.,
Cut
Capy
Delete
Help |
1 | 2l

3. A set of tabbed pages is displayed. In these pages you can
B view details of the CID (General page). Section 19.1.
B schedule updates of the CID (Schedule page). Section 19.2.

B change the software package placed in the CID (Package page).
Section 19.3.

B change the location of the CID (Location page). Section 19.4.

W specify the level of integrity checking for the CID (Integrity Checking
page). Section 19.5.

W specify the credentials used to access the CID (Credentials page). Section
19.6.
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19.1 Viewing details of the CID (General page)

The General tabbed page shows the name of the CID, and its description.

You can change both fields.

) EX\InterChk NTInst',i386 Properties

rall Schedulel F'ackagel Locationl Integrity Checking Cledentialsl

ISophos Antitfirug for Windows NT/20005<P

Description:

|Latest update

19.2 Scheduling updates of the CID (Schedule page)
In the Schedule tabbed page, you specify when the CID is updated.

44 EXY InterChk\NTInst",i386 Properties

General | 9G

Chooze when the central installation directory is updated.

¢ when the packages are updated [automatic)
" On demand [manual]
" when scheduled

| Packagel Lou:ati-:nl Intedrity Checking Credentials'

 Schedules

[ |Mew schedule [[Enter schedule description here])

Edit sehedule ... | New schedule ... |

o ]

Cancel |

Epply |

By default, the CID will be updated automatically when the packages in the
library are updated. Sophos recommends this option. If you want to use
manual updating instead, select On demand (manual). If you want to
schedule updates for set times, select When scheduled and select a
schedule from the list or click New schedule to create a new schedule.

@ !f you schedule updating of a CID, the update occurs at a random time
during the hour you specify. This can delay the distribution of the latest

software by up to an hour.
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19.3 Changing the software package placed in the CID
(Package page)

In the Package tabbed page, you can change the software in the CID.

34 EXY InterChk\ NTInst"i386 Propertie ﬂ

General] Schedule Package lLocatiDn] |ntegrity Eheckingl Eledentials]

The following package will be placed in the CID:

[V illow zelection of an alternative package

| Sophos Antivirus for Windows NT /20007 [Latest [3.73]) ﬂ

Mame: Sophos AntiAfirus for Windows NT/2000P

Select Allow selection of an alternative package. Then click the drop-down
arrow and select a package.

This is a useful means of switching workstations from one, fixed version of
the software, to another (see section 23).

19.4 Changing the CID location (Location page)

In the Location tabbed page, you can change the directory in which the
central installation is placed.

3% EXS InterChk' NTInst"i386 Propertie ﬂ

General | Schedule | Package Lﬂcatiﬂnllntegrity Checking Cledentials]

" Default CID location:

{* Custom CID location

Wy ERMnterChikAM Tinsthi3ee-3 Browse ..

The default central installation directory (CID) for the software is displayed.
Click Custom CID location. Then enter the full local path for the directory, or
click Browse and find the directory.
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19.5 Specifying integrity checking (Integrity Checking page)

In the Integrity Checking page, you specify the level of checking used when

EM Library updates the CID.

) EX\ InterChk NTInst",i366 Properk ﬂ

General] Schedulel F'ackage] Location  Intearity Checking lCledentiaIs]

" Mone
Mo intearty checking. Carrupted or mizzing files are not replaced.
Sophos does not recommend this option,

(¥ Standard
Compares file names and sizes. Files that do not match are replaced.
Sophos recommends this option.

" High

Compares MD5 checksums. Files that do not match are replaced. This
iz more thorough than the Standard option but uges more bandwidth.

19.6 Specifying credentials (Credentials page)

In the Credentials page, you can specify the credentials that EM Library will
use to access the CID. This option enables you to change the credentials for
individual CIDs. Click Delete to delete existing credentials. Type new
credentials in the Username and Password text boxes.

To specify a Windows domain or local computer account, enter

domai n\account or conputer\account

To specify a NetWare NDS account, click NDS details. The enter the tree
name and fully distinguished names for the user and server in the format

cn=user. 0=0r gani sati on

@ !f you are uncertain what to enter, run the NetWare “NWADMIN" utility

supplied with the NetWare Windows client.

Click Test to test that the details are valid. Click Apply to store them.

@ See section 16.2 for a full explanation of CID credentials.

) EX\InterChk'NWinst Properties ﬂ

General] Schedulel F'ackage] Location] Integrity Checking ~ Credentials ]

Individual CID credestials

Username: |cn=kit.0u=supp0rt.0=testnet.c=uk|supp| HDS details...

Pazsword: |"“"“ Test

iy
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20 Updating central installations

By default, EM Library updates the central installation directories (CIDs)
containing Sophos software automatically whenever the packages are
updated from the parent.

Alternatively, you can update CIDs manually, as described in section 20.1.

20.1 Manual updating of CIDs

1.

2.

You can update the central installation directories manually (e.g. if you have
disabled automatic updating, or suspect a CID may be corrupted).

In the EM Library console, in the console tree, double-click EM Library.
Click Central Installations.

Tree | Favarites |

1 Conzolz Roat
-5 Enterprize Manager Librany
&y Message Log
+-{_] Packages
mm § Cenitral |nstallations:
1 Schedules
af “Wazte bin

In the list of central installations shown in the details pane, highlight the one
you want to update. Right-click to display a menu. Select Update CID.

Q EM Library checks the CID’s integrity, assuming you have not disabled

integrity checking. By default, file names and sizes are compared. If you
want EM Library to compare checksums, select Update CID (Checksum all
files). This is slower than standard checking.

i Package
A InkerChi)MTInski3E6 senbacbabisdisbadiadaus MNT200005P: La..
‘Inker ChidwaSInst A5/98iMe: Late. ..
LW ERInkerChi\NTInst386-2 WT{Z0004%P: La..

Update CID
Update CID {Checksum all files)

Cuk

Copy
Delete

Properties

Help
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Q If EM Library cannot update a CID, either by scheduled or manual updating,
a warning message is generated. The problem may be due to the CID being
locked by computers attempting to update themselves from the CID. If the
problem occurs three times in succession, an error is generated. You can
usually clear the problem by removing and then reapplying the share on the

CID.
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21 About additional libraries

62

You can use additional libraries on your network in order to manage software
efficiently.

Two approaches are possible.

m Add “child” libraries. These download updates from your first library,
rather than from the Sophos databank. Sophos recommends this
approach. See section 22.

B Add additional libraries that download updates directly from the Sophos
databank. You will need to licence an extra connection for each library.
Follow the instructions in sections 22.2 and 22.3 below.

If you take the first approach, you can synchronise the updating of libraries
by using the EMLexp program provided with EM Library. See Appendix 2 for
details.

If you take the second approach, your libraries will download updates at
different times. The differences arise because scheduled updates occur at a
randomised time within the hour specified, and because monthly product
upgrades are released to different libraries at different times.
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22 Creating an additional library

Setting up and using an additional, child library involves

B publishing software packages for the new library to download (section 22.1)
B creating the new library (section 22.2)

B connecting a console to the library (section 22.3)

B configuring the library (section 22.4).

If you want to create an additional library that connects directly to the
Sophos databank (i.e. not a child library), follow the steps in sections 22.2
and 22.3 only.

@ A child library can download updates across the network, or alternatively via
an intranet/the internet. If you want to use an intranet/the internet, you must
first make your main library available on a web server.

22.1 Publish software

At the library that will act as a parent, publish those software packages that
you want to make available, as described below.

@ !f you publish the “Latest” version of a product, child libraries will be able to

see both the “Latest” package and the version on which it is based. This is
because “Latest” packages are simply pointers to other packages.

1. Inthe EM Library console, in the console tree, double-click EM Library.
Double-click Packages and then Subscribed.

Tree |Fav0rites |

(] Console Root
= @5 EM Library (REx\SophosEM)
iy Message Log
=l [ Packages
@ al
A Unsubscribed

@ Published
(1 Cenkral Installations
E Schedules
& Waste bin
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2. In the list of subscribed packages in the Details pane, highlight the item you
want to publish. Right-click to display a menu. In the menu, select Publish.

:m 5ophos Enterprise Manager - [Console Root' EM Library (REXSophosEM)i.Packag ;lglzl
Jnﬁn Console  Window  Help |J D @ | |;|ilil|
|J Action  Wiew Favorites  Library  Tools |J & = | -’_| Bz | B [ | @ | = |
Tree I Favarites I MName Current version | Update Type Mainkained
(1 Consale Root s Anki-Virus ows NT/Z000<P o

- E‘r‘ EM Library (REX}SophosEM) Sophos Anki-Virus For Windows 95/98/Me Add/Canfigure CID
- -dfip Message Lo Create multiple CIDs

i:]) Packagges ? Create Customised Copy
. Unsubscribe

Yes

@ Unsubscribed

(@ Subscribed Copy

@ Published Fefreedl

Central Installations
o[z Schedules Properties
o @ Waste bin

Help
4 | o

|Pub|ish the selected package. |

3. In the Sophos Enterprise Manager message box, click Yes.

EM Library P |

& Do wioi want ko publish Sophos Anti-Yirus For Windows MT/2000/%P?

Published packages become available to anvy child.

4. To check that the package has been published, scroll right in the Details
pane to find the Published column. When the package has been published,
the word Yes is displayed. Other libraries can now download this package,
as long as the current library has been selected as their parent.

'tii Sophos Enterprise Manager - [Console Root',EM Library (REXSophosEM i =] 4]
Jnﬁn Console  Window  Help |J = | |-|5'Ii||
|J Action  Wiew Favorites  Library  Tools |J & o= | | lii=) | | E% |J [ |

Tree I Favorites I Marne | Current version | Published |
[:l Consale Root [ Sophos Anti-virus For Windows NT/2000/x%P Lakest (3.73) Yes
B- [ﬂr EM Library (REx\SaphasEM) [ sophos Anti-Virs For Windows 95/98 Me Latest (3.73) Mo

iifip Message Log

- @ Packages

el sl
@ Unsubscribed
@ subscribed
@ Published
Central Installations
H @ Schedules

i @ W aste bin

KN [ ol

|Next update is scheduled for 18/09/2003 15:15:45

Next you create a child library (section 22.2).
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22.2 Create a new library

Q You can create only one library on each computer.

There are two ways to create an additional library.

m Using the EM Library console you have already installed, create a new
library on another computer (as described below).

B At the computer where you want to create the new library, install a new
console and then create a library (as in sections 1 to 7 of the EM Library
startup guide).

To create a new library, do as follows.

1. Inthe EM Library console, on the Tools menu, click Create Library.

Options...

2. In the library creation wizard dialog box, select Remote Installation. Click
Next.

Setup - EM Library (Welcome) ﬂ

- ‘wielcome to the Sophos EM Librany Setup Program.
1 ‘ " Chooze the type of installation and click Mewt to

IIV begin.

" Local Installation

< Back I Hext » I Cancel

65



EM Library user manual

3. In the Target dialog box, in the Server Location text box, type the name of
the computer on which you want to create the new library.

Setup - EM Library (Network) x|

Target P
Enter the name of the target machine L‘"'

Enter the name of the target machine pou want to install the ibrary on.

Server Location:

KTEN

< Back I Mest » I Cancel

4. In the User Account dialog box, the user name for the logged-on user (i.e.
the name with which you logged on to this computer) is displayed by
default. Enter and confirm the password. Then click Next.

Setup - EM Library (Network) ﬂ

User Account

. . [:ih
Enter the install location Ny

Flease Enter your current pazsword. Thiz will allow the remote machine access to the
inzaller share. [t will allow the remate machine to make report installation progress.

User Narne:

Iking_canute

Password:

< Back I Mext » I Cancel
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5.

In the Location dialog box, specify the folder where the library will be
installed. In the Install Location text box, enter the path to the folder as
seen on the computer where the installation is made. In the Library Share
Name text box, accept the default, or type an alternative. Click Next.

Setup - EM Library {Location) x|
Location —
Enter the install location [ﬂ.ra

Enter the local directary you want the files to be installed to.
Fleaze be aware that if remote maching's operating system
@ language iz not English, "'Program Files" directory might be
different to the one typed below,

Install Location:

Library 5hare Name:
S ophosEr

< Back I Mest » I Cancel

In the Install Files dialog box, click Install to begin installation. A progress
bar is displayed. If you click Cancel now, the wizard is closed, but
installation continues.

Setup - EM Library (Network) ﬂ
Install Files =
Frogress of installation [ﬂ.h’

Click Install will initiate the installation. Please be aware that once the installation
haz begun there iz no way to cancel the install process.

Clicking the Cancel Button will only cloze the wizard, the installation will still be
continued in the backgroud.

Setup Progress:
Installing...

< Back Inztall
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7. When installation is complete, a message is displayed.

@ Installation completed succesfully,

8. You are asked whether you want to configure the library. Click No.

Now you must connect your console to the new library and configure it, as
described in section 22.3.

22.3 Connecting a console to the library

68

To connect your console to the new library, so that you can configure and
administer it, do as follows.

1. In the Microsoft Management Console menu, open the Console menu and
select Add/Remove Snap-in.

:m Sophos Enterprise Manager - [Console Root'EM Library

J% Console  Window  Help

J & Tew Chrl+
)

Open... Chrl+0 ’ |
Tree  Save Chrl+S
ﬁ Save fs...

Add/Remove Snap-in. .. Chrl+M
Opkions.. .

1 Sophos Enterprise Manager. msc

Z CWINNTYsystem 32 services, msc

3 CAWINNTYsystem32 compmagnnt. msc
4 CHWINNT)system32isecpal. msc

Exit:
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2.

3.

In the Add/Remove Snap-in dialog box, the Standalone tabbed page is

displayed. Click Add.

Add /Remove Snap-in 1' ll

Standalone | Estensions I

Uze thiz page to add or remove a standalone Snap-in from the conzole.

=

Snap-ing added to: Ia Ce

E“% Er Library [UBIEAS ophosER]

— Description

Add.. Eemove Aot |

ak I Cancel

In the Add Standalone Snap-in dialog box, select Sophos EM Library. Click

Add.

Add Standalone Snap-in 2|

Available Standalone Snap-ins:

Snap-in | Wendor |:|
Local Users and Groups
ﬁ Performance Logs and Alerts ticrosoft Corparation
@ Femaovable Storage Management HighGround Spstems, Inc.
@ Security Configuration and Analysis Microsoft Carparation
@ Security Templates

Microzoft Corporation

Microzoft Corporation

% Services Microzoft Corporation

G Shared Folders Microzoft Corporation

EI £:Sophos EM Librany Sophos plo

ESystem |nfarmation Microsoft Carparation

% Wikl Control Microzoft Corporation =
— Description

Manages WaN software distribution of Sophos products.
Er Library [c] Sophos Ple. 2003, wwwy. sophoz. com

Add Cloze
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4.

7.

In the EM Library snap-in wizard: library location dialog box, enter the
UNC path for the additional library you want to manage. Ensure that the
name of the same computer is displayed in the lower text box (which is
where you specify the computer running the EM Library services). Click
Finish.

EM Library snap-in wizard: library location ﬂ

Flease enter the UMC path to the library you want to
manage:

ﬂ Brovse

If the EM Library services are running on a different
computer, enter the computer name:

KTEN

< Back | Finizh | Cancel

In the Add Standalone Snap-in dialog box, click Close. In the Add/Remove
Snap-in dialog box, click OK.

In the Enterprise Manager console, in the Console Root, two Enterprise
Manager libraries are displayed. To manage a library, click on its name.

If you have connected to a newly-created library, continue to step 7.

Tree |Fav0rites |

(] Console Roat
=85 EM Library (UK\SophosEM)
iy Message Log
+- [ Packages
:‘__I Central Installations
5 Schedules
& Waste bi
SRELYEN Library (KTEN|Sophos
iy Message Log
+- [ Packages
¥ Central Installations
5 Schedules
&) Waste bin

In the console tree, click on the new library. You are prompted to specify the
account that EM Library will use (see the EM Library Startup guide, section
2.2, step 6).

In the details (right-hand) pane, the Configuration view is displayed.

Now you configure the library.
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22.4 Configure the library

To configure the child library so that it will download and deploy software,
use the buttons in the Configuration view. You can find full instructions in
the EM Library Startup guide, sections 4 to 7.

When you select a parent, specify the library from which the child will
download software. If that library is on a file server, select UNC path and
enter the path in the form

\\computername\SophosEM

Alternatively, if you have made the library available on a web server, select
Website and enter the URL.

Enterprise Manager Library - \\BIRD\S ophosEM Prope... B3

Primary parent | Secondary parent

Select the default parent for thiz ibrary.

" Website Ihttp:.:".:"databank. sophos. comddatabank j

Sel accens,.,

& |INC path I\\Sewer\SophosEM

Browse

Ok I Cancel Apply

@ Your child library does not reflect changes in the parent library (e.g. changes
in the subscribed packages) until you select Download Packages.

Q You can use scripts to start automatic updating of child libraries as soon as
the parent has finished updating. This overcomes delays that can arise from
separate scheduling of child library updates. For more information, see
Appendix 2.
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22.5 Copying and saving library settings

72

You can copy and save library settings with a utility called EMLexp, which is
provided in \\server\sophosem\bin.

This program can export library settings to a user-specified XML file and can
also import settings again. This makes it possible to apply the same
configuration to different libraries easily, or to back up library settings.

If you use EMLexp to apply the configuration from one library to another, you
must change the locations of any CIDs in your XML file. If you do not, both
libraries may try to update the same CIDs, with unpredictable results.

To export settings from a library on a computer called “server” to a file
called “filename.xml”, type

EM_.exp export \\server\sophosem C \filenane.xm

To import settings into another library, on a computer called “server2” from
a file called “filename.xml”, type

EMLexp inport \\server2\sophosem C \fil enane. xni

EMLexp can also initiate library updates. See Appendix 2 for an example.
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23 Using EM Library to enable evaluation of Sophos
Anti-Virus each month

74

EM Library makes it possible for you to evaluate each new version of Sophos
Anti-Virus before placing it on your main network(s).

Sophos now makes two kinds of Sophos Anti-Virus package available.

B Packages that are updated with the latest version each month, and with
new virus identities (IDEs) when they are available. In the console, these
packages have the word Latest and a version number displayed in the
Current Version column.

W Packages that deliver a fixed version of Sophos Anti-Virus. These
packages are updated with new IDEs, but not with the latest version
each month. In the console, these packages have only a version number
in the Current Version column.

Sophos recommends that you subscribe to the “latest version” packages, so
that your network is fully and automatically updated without any further
administrator intervention.

However, you can use “latest version” packages on a test network and fixed
version packages on the main network. This enables you to evaluate each
version as it becomes available and then decide when to update the main
network.

The procedure for downloading and updating fixed versions depends on
whether you have

B a single CID for each package (see section 24)

m multiple CIDs for each Sophos Anti-Virus package (see section 25).
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24 Downloading fixed versions (with a single CID)

@ If you are downloading or updating fixed versions on a network with multiple
CIDs, go to section 25.

After installing and configuring EM Library, as described in the EM Library
startup guide, sections 1 to 7, you can download fixed versions of Sophos
Anti-Virus.

To download or update a fixed version, you change the package that is
placed in the CID. This involves

m configuring your CID so that it will be used to distribute the fixed version
B unsubscribing from the version you already have

W subscribing to the fixed version.

1. Inthe EM Library console, in the console tree, click Central Installations.

Tree I Favarites |

(_] Cansale Roat

=M@ EM Library (Ex|SophosEM)
iy Message Log

EQ Packages

Cohemoal

- @ Unsubscribed

- [ Subscribed

@ Published

Central Installations

Schedules

@ W aste bin

2. In the details pane, right-click a central installation. In the menu that is
displayed, click Properties.

'Hii Sophos Enterprise Manager - [Console Root',EM Library (REXSophosEM) 1Ol x|
|y Console window o DS HE @ =8
|J Ackion  Wiew Favorites  Library  Tools |J & = | | % | X | E% |J @ = |
Tres I Favorites | Lacation | Package | I
[E3 Conscle Roat i WRESINterChklwWasInst Sophos Anki-Virus for Windows 95/98/Me: Late.., 5
E‘"@gﬁ EM Library (REX\SophosEM) InterChkiNTInst) 386 UpdateID i s T/2000/%F: La,.. S
g Vessage Log Update CID (Checksum all Files)
- @ Packages
ut
- @ Unsubscribed Copy
- @ Subscribed Delete
- [ Published
Central Installations
(5] schedules Help |
L @ Waste bin
| | 2

|Opens property sheet For the current selection, | |
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3. In the dialog box, click the Package tab. Select Allow selection of an
alternative package. Click the drop-down arrow and select the version of the
package that you want to place in the CID. Click OK.

4 4WREX, InterChk\NTInst%i386 Properkties il
Eenerall Schedule Package |Locatinn| Irtegrity Checking Credentials'

The following package will be placed in the CID:

W &llow selection of an alternative package

Marne; Sophos Antivirus for Windows NT/2000/5<P
Description:  Yirus protection

Platfarm: Windows NT 4.00, Windows 2000, Windows <P
Yersion: 372

] I Cancel Apply

4. Inthe EM Library console, in the console tree, double-click Packages and
then click All.

Tree I Favorites |

D gonsole Foot
=} EM Library (REX|SophosEM)

[ Packages

A Unsubscribed
@ subscribed

@ Published

¥ Central Installations
5 schedules

. @ W aste bin
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5. In the list of packages, find the version of Sophos Anti-Virus that you are
currently subscribed to. Right-click this package, and click Unsubscribe.

If this is the first time that you have downloaded a fixed version of this
product, the package you are currently using has the word Latest followed
by a number in the Current version column.

'Hi Sophos Enterprise Manager - [Console Root',EM Library (REX'SophosEM)',Packai -0l x|
J"ﬁ] Console  window  Help |J D = E | |_|- _|5' ll|
|J action  Wiew Favorites  Library  Tools |J & =» | | | | % |J @ = |

Tree I Favarites I Mame I Current wersion I Update Type I Maintained
[ Console Raoat Sophos Anti-Yirus For Windaws NT/2000/=P 371 IDEs only Yes
EH?"'# EM Library (REX\SophosEM) Sophos Anti-virus For Windows 95/98/Me 371 IDEs orly Yes
i Sophos Anti-virus For Windows 95/98/Me 372 IDEs only Yes
Sophas Anti-Virus For Windows NT(2000)%P 3.7z IDEs only Ves

Sophos Anti-Yirus For Windows NT/2000/=P 3.73 IDEs only Yes
-Sophos Anki-virus For Windows NT/2000/:P 5 3) Update 9iy £ J0F=__Yes
Sophos Anti-virus For Windaws 95/98/Me 3,73 L Add/Configure CID
[ sophos Anti-Virus For Windows 95/98/Me Lakest (3.73) 1y Create mulkiple CIDs
- Central Installations 33 sophos Anti-virus For Windows NT(Z000/%P (4) Latest (3.73) Ly Create Customised Copy
-5 Schedules Unsubscribe
g Waste bin Publish

Copy
Refresh

Properties

Help —
Unsubscribe the selected package. T

6. In the EM Library message box, click Yes.
£

& Do wou want bo unsubscribe Sophos Anti-Wirus For Windows MTf2000/%P?
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7. In the list of packages, right-click the fixed version that you want to use. On

the menu that is displayed, click Subscribe.

"Hi Sophos Enterprise Manager - [Console Root',EM Library (REX'SophosEM)'Packs

=1of x|
J "ﬁ Console  window  Help |J D = E | |_|- _|5' il|
|J fction  Wiew  Favorites  Library  Tools |J [ | | | | % |J @ - |
Tree I Favarites I Mame I Current version I Update Type I Maintained
[ Conscle Roat Sophas Anti-Virus For Windows NT(2000)%P 3.71 IDEs only Ves
EE‘"!; EM Library (REx\SophasEM) Sophos Anti-virus For Windows 95/98/Me 371 IDEs arly Yes
Sophos Anti-Yirus For 'Windows 95/98]Me 372 IDEs only Yes
Sophos Anti-ius For Windows 12000/ Sy
- Sophos Anti-Yirus For Windows NT/2000/=P P mu?ti p— Yes
- [ Unsubscribed @ Sophos Anti-Yirus For \Windows MT/2000/%P D . W+ IDEs  Yes
@ Subscribed o X Create Customised Copy
UDSCriDe Sophos Anti-virus For Windows 95/98/Me = bscribe Yes
. Subscribe
- @ Published (M Sophas Anti-Yirus For Windows 95/98/Me Publish W+ IDEs  Yes
1 Central Installations 39 sophos Anti-virus For Windaws NT/20007%P ( v+ IDEs  Yes
5] Schedules Copy
o @ W aste bin Refresh
Properties
Help
< | 2
Subscribe to the selected package,

8. In the EM Library message box, click Yes.

EM Library

Do you want to subscribe to Sophos Antiinus for wWindows
MT /2000/=P7

x|

Mo

9. On the Library menu, click Download Packages to download the new
version of Sophos Anti-Virus.

Library  Tools

Select Packages

Download Packages
Start SAYAdmin

Properties

You have downloaded a fixed version of Sophos Anti-Virus, which is placed
in your CID for distribution.
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25 Downloading fixed versions (with multiple CIDs)

If you want to use fixed versions of Sophos Anti-Virus on a network that has
multiple central installations (CIDs), or even child libraries, you can simplify
the process by using customised copies of Sophos Anti-Virus.

If you publish a customised copy of a fixed version, you can easily switch all
the CIDs (and any CIDs on child libraries, if you have them) from one fixed
version to another by changing the “base package” that the customised
package is based on.

Follow the instructions below to
B download a fixed version and configure it for easy updating (section 25.1)

B update a fixed version (section 25.2).

25.1 Downloading a fixed version to multiple CIDs

To download a fixed version of Sophos Anti-Virus for the first time, do as
follows.

1. Inthe EM Library console, in the console tree, double-click on Packages and
then click All.

Tree |Fav0rites |

(] Consale Root
=I-[@1 EM Library (RE:\SophosEM)
iy Message Log
= [ Packages
)
@ Unsubscribed
@ subscribed
@ Published
_LJ‘_ Central Installations
5 Schedules
&Jf Waste bin
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2. In the list of packages, find the version of Sophos Anti-Virus that you are
currently subscribed to (in the Current version column, this default version
will be shown as Latest, with a version number in brackets). Right-click on
this package, and click Unsubscribe.

:m Sophos Enterprise Manager - [Console Root',EM Library (REXSophosEM) P ;lglﬂ
J"ﬁ Console  window  Help |J D = H | |_|- _|5' il|
|J Action  Wiew Favorites  Library  Tools |J [ | | | | @ | = |
Tree I Favarites I Mame I Current version I Update Type I Mainkai
(] Console Roct Sophas Anti-Virus For Windows NT/2000)%P 3.71 IDEs only Ves
1188 EM Library (RE\SophasEmM) Sophos Anti-virus For Windows 95/98/Me 371 IDEs arly Yes

@ Message Log Sophos Anti-virus For Windows 9598 /Me 372 IDEs only Yes
- [ Packages Sophos Anti-virus For Windows NT/2000(=P 3.72 IDEs only Yes
- al Sophos Anti-Yirus For Wlndows NT,|'2DDD,|’><P 3.73 IDEs only Yes
- Unsubscribed phos Anki- s It At Add/Configure CID
- @ subscribed Sophos Anti-Yirus for Wlndows 95,!’98,!’Me 3,73 Create multiple CIDs

: @ Published [ Sophas Anti-Yirus For Windows 95/98/Me Latest (3.73)
1 Central Installations

5] Schedules
------ @ W aste bin

Create Customised Copy

Publish

Copy
Refresh

Properties

| | Help

Unsubscribe the selected package.

3. In the EM Library message box, click Yes.
x

& Do o wank o unsubscribe Sophos Anti-Yirus For \Windows MNT2000/%P?

4. In the list of packages, right-click the fixed version that you want to use. On
the menu that is displayed, click Create Customised Copy.

'Hii Sophos Enterprise Manager - [Console Root',EM Library (REXSophosEM)! - 10l x|
Jnﬁn Consale  Window Help |J D = E | |_|— _IE il|
|J Action  Miew  Favorites  Library  Tools |J & = | | | | £ |J @ = |
Tree I Favarites | MName | Zurrent version | Update Type | MM air
[E3 Conscle Roat Sophos Anti-virus For Windows NT/2000/<P 371 IDEs only Yes
1188 EM Library (REx\SophasEM) Sophos Anti-Virus For Windows 95/38/Me a7 IDEs only Yes
Sophos Anti-virus For Windows 95/98 /Me 372 IDEs only Yas
@ Packages Sophos Anki-Virus for Wlndows NT/2000) <P 372 IDEs only Yes
[ phos Anti- iy - dd = -
- Unsubscribed 3 sophos Anti-Yirs for Windaws NT/2000/%P Fet G |?ur;e aw IDEs  ‘“es
-[@ Subscribed Sophas Anti-Yirus For Windows 95/98 e Create multiple CIDs Ves
- @ Published @ sophos Anti-virus For Windows 95/98/Me : IDEs  Yes
(1 Central Installations Subscribe
5] schedules Putslisti
Heel W aske bi
@ aste bin &
Refresh
Properties
Help
| | i

Create a new package which is a customised wversion of the selected ome. |
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5.

In the Welcome to the Package Customisation Wizard dialog box, click
Next. The wizard guides you through customisation (see section 13) and
automatically subscribes you to the package you have customised.

Q You do not have to change any of the settings if you do not want to.

6.

New customisation wizard

Welcome to the Package
A " Customisation Wizard

To continue, click Next.

Thiz wizard lets pyou create a customised copy of a package.

X

Cancel

In the list of packages, right-click the customised package. On the menu
that is displayed, click Add/Configure CID.

':m Sophos Enterprise Manager - [Console Root' EM Library (REX'SophosEM)\.Packages'. all]

Jnﬁ] Console  Window  Help

=101 x|
|0 s E| @ =

|J Action  Wiew Favorites  Library  Tools |J & = | | * | X | @ |J @ = |

Tree I Favarites |

Marme

(_1 Cansale Roat

=4l EM Library (REXSophosEM)
iy Message Log

@ Packages

@ Unsubscribed
@ subscribed

@ Published

(1 Cenkral Installations
(51 Schedules

W aste bin

@ Sophos Anti-Yirus For Windows 95/95/Me

1 |

| Current version | Update Type | Maintained
Sophos Anti-virus For Windows NT/2000/xP 371 IDEs only Yes
Sophos Anti-virus For Windows 95/98/Me 371 IDEs only Yes
Sophos Anti-Yirus For Windows 9595 /Me 372 IDEs only Yes
Sophos Anti-virus For Windows NT/Z2000/xP 372 IDEs only Yes
@ Sophos Anti-¥irus For Windows NT/2000/%P 373 IDEs only Yes
# Sophos Anti-virus For Windows NT/2000/%P Lakest {3.73) Update SaY + IDEs  Yes
Sophos Anti-virus For Windows 9598 /Me 3.73 IDEs only Yes

phos Anti-Yirus For Windows NT/2000/<P (4) 3.73

Latest (3.73)

Update SAY + IDEs  Yes

Add{Configure CID

Create multiple CIDs
Create Customised Copy
Unsubscribe

Publish

Cut
Copy
Delete
Renarme
Refresh

Properties

|1

Add new central installation,

Help
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7. In the Sophos Enterprise Manager dialog box, click Yes to place the
customised package in the existing default CID.

EM Library x|

& This package is an alternative wersion of another package which already has a central installation directory (CID),

Do you want bo use the existing CID For this version of the package?

REXIIAterChkiNTInsti386

Mo Cancel

8. In the list of packages, right-click the package again and click
Add/Configure CID.

9. In the EM Library dialog box, click Yes to specify another CID for the
package.

EM Library x|
& ‘ou have already created a central installation For the selected package.

Do wou want to create another central installation for this package?

10.In the Welcome to the Add CID Wizard dialogue box, click Next. The wizard
guides you through setting up another CID (see section 17).

5

Welcome to the Add CID Wizard
N

Thiz wizard will guide you through the creation and configuration
of an additional central installation for thiz package.

To continue, click Mext,

< Back Cancel

11.Repeat steps 8 to 10 for each extra CID that you want to use to distribute
the package.
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25.2 Updating a fixed version in multiple CIDs

To update a fixed version of Sophos Anti-Virus that is held in multiple CIDs,
do as follows.

1. Inthe EM Library console, in the console tree, double-click Packages and
then click All.

Tree I Favarites |

(_1 Cansale Roat

E1-f@5 EM Library (REX|SophasEM)
iy Message Log

= Packages

@

@ Unsubscribed

~LJd Central Installations
5 schedules

[ Waste bin

2. In the list of packages, check that there is a new fixed version of Sophos
Anti-Virus available. Right-click on the customised package you are currently
using. On the menu that is displayed, click Properties.

'fi Sophos Enterprise Manager - [Console Root',EM Library (REX\SophosEM)',Pa =10l x|
J "ﬁ] Console  Window  Help |J = | |_|- [=]] 5'|
|J fction  Wiew  Favorites  Library  Toals |J = = | | * | e | B2 |J @ = |
Tree I Favarites I Mame I Current version I Update Type I Maintained
[ Console Raoat Sophos Anti-Yirus For Windows NT/2000/%P 371 IDEs only Yes
é..{?"rg EM Library (REX\SophosEM) Sophos Anti-virus For Windows 95/98/Me 371 IDEs orly e
i Sophos Anti-virus For Windows 9598 /Me 372 IDEs only Yes
Sophas Anti-Virus For Windows NT/2000)xP 372 IDEs only Yes
@ sophos Anti-Yirus For Windows NT/2000/%P 373 IDEs only Yes
Sophos Anti-virus For Windows NT/2000[<P Latest (3.73) Update SaY + IDEs  Yes
Sophos Anti-virus For Windows 9598 Me 373 IDEs only Yes

@ Sophos Anti-Yirus For Windows 95/98/Me Latest (3.73) Update SAY + IDEs  Yes
g cert ol TstalStions . Sophos Anti-virus For Windows NT/Z000/%P (4) 3,73
-[B Schedules Al . e " — AddCaonfigure CID w

X \Waste bin Create multiple CIDs

Create Customised Copy
Unsubscribe
Publish

Cut

Copry
Delete
Renarmne
Refresh

Properties
| | Hel I—’
=
Opens property sheet For the current selection, | 2
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3. In the Sophos Anti-Virus for <platform> Properties dialog box, click the
Base tab. Select Allow selection of an alternative base package. Click the
drop-down arrow and select the version of Sophos Anti-Virus that you want.
Click OK.

Sophos Anti-¥irus for Windows NT /20007 ﬂ

Generall Motifications | ClDs ~ Base Eustomisationsl

The customized package iz bazed on thiz package:
[ Sophos dntivins forwindows NT/2000/%P (3.73) |

illow selection of an alternative base package W

Mame: Sophoz Antitiruz for Windaws MT/20005<P
Deszcription:  Wirus protection
Platfarm: Windows NT 4.00, Windows 2000, Windows =P

Yersion: 173

0K I Cancel Apply

4. On the Library menu, click Download Packages to download the new
version of Sophos Anti-Virus.

Library  Tools

Select Packages

Download Packages
Skart SAWAdmIn

Properties

EM Library applies your customised settings to the new version of Sophos
Anti-Virus and places it in your CIDs.
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Appendix 1 Configuring a dial-up connection

If you use a dial-up connection to the internet, you should change the
internet settings so that

m EM Library can make a connection automatically
W other users cannot change the dial-up settings specified for EM Library.

The procedure depends on whether EM Library is running on a Windows NT,
Windows 2000 or Windows XP computer. Follow the instructions in the
appropriate section below.

Q EM Library can use a dial-up connection via an ISDN modem or a normal
modem.
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Appendix 1.1 Dial-up connection for a Windows NT computer

You must configure the dial-up settings locally, i.e. on the computer where
you will install the EM library.

Configuring the dial-up connection on a Windows NT computer involves
four steps:

W create and configure a new phonebook
B configure the modem
W configure the Internet Options

W protect the phonebook directory.

Create and configure a new phonebook

1.

2.
3.

At the Windows NT computer where the EM library will be installed, log in
with the account that the library will use to access the network and internet.

When you are configuring dial-up networking, you must ensure this account
has administrator rights.

On the desktop, double-click My Computer.
In the My Computer window, double-click Dial-Up Networking.

5 My Computer M=l
File Edit Wiew Help

[C:] Apps (D] Data[E:] [F]

=2 &8 @ @ 8

Cdrom [G:] [H:] Control Panel Frinters Dial-Up

Metworking
=]

Scheduled
Tasks -

11 object(s]
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4. In the Dial-Up Networking dialog box, on the More drop-down menu, select
User Preferences.

1. Dial-Up Metworking - dummy.pbk

Phonebook entry ta dial:

| |
Hew More - |

Phane number presie:

|

Dialing from:

IEamptc-n j

Location... |

Dal |  Cose |

5. In the User Preferences dialog box, ensure the Phonebook tabbed page is
open. Select This alternate phonebook. In the text box, type a path to a
non-default location, e.g.

C:\Winnt\Profiles\[usernamel\ras\[username].pbk.

Click OK.
User Preferences K E
Disina |  Calback | Appearance Phanebaoak |

Uze thiz phonebook:

" The system phonebook
" My personal phonebook
¥ This altemate phonebook:

C:w MM T 4Profileshdummyrasidummy. pbk] j

Browse... |

ak. I Cancel

6. In the Dial-Up Networking dialog box, click New.
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7. In the New Phonebook Entry dialog box, enter an Entry name for the new
entry. Enter the Phone number for your ISP. Click OK.

Mew Phonebook Entry EHE
Basic l Server l Script ] Security l ®.25 ]
Entry name: |EM_connecti0n
Comment: |

FPhone number: |DS45 000 ooon Alternates. .

[ Usze Telephony dialing properties

Dial using: | LU.5. Robotics 56K Fitt EXT (COM x| Configure..

[V Uze another part if busy

Ok | Cancel

8. In the Dial-Up Networking dialog box, on the More drop-down menu, select
User Preferences.

9. In the Dialing tabbed page, set Idle seconds before hanging up to a value
other than zero (e.g. 30). Click OK.
Uszer Preferences
Dialing ] Callback. ] Appearance l Phoneboaok. l

Enable auto-dial by location:

L1 Bampton [the curent location)

Murnber of redial attermpts: 0 El:
Seconds betwesn redial attempts: 15 3:
Idle seconds befare hanging up: 30 EI:

¥ Bedial on link failure
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10.In the Dial-Up Networking dialog box, on the More drop-down menu, select
Edit Phonebook entry.

11.In the Edit Phonebook Entry dialog box, click the Server tab. In the
Network protocols section, ensure that only TCP/IP is selected. Click OK.
Close the Dial-Up Networking dialog box.

Edit Phonebook Entry EHE
Basic Server ] Script ] Security l ®.25 ]

Dial-up gerver type:
FPP: Windows NT, Windows 395 P

Metwark, protocols

W ICPAP TCPAP Settings...

[ IF</SPx compatible
[~ NetBEUI

vV Enable software compression
¥ Enable PPP LCF extensions

Ok | Cancel

Next configure the modem.
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Configure the modem
1. At the taskbar, select Start|Settings|Control Panel. Double-click Modems.

2. In the Modems Properties dialog box, highlight the modem used and click
Properties.

Modems Properties H

General l

t! The tallowing roderms are set up on thiz computer:

kodem Aftackhed To
@ |J.5. Robotics 56k FAx EXT  COMI1

Add... Bemove

Dialing Preferences

Dialing frorm:  Bampton

|Jse Dialing Properties to modify how your calls are
dialed.

Dialing Properties |

Close |

3. In the General tabbed page, set the Speaker volume to on. Click the
Connection tab.

U1.5_ Roboticz 56K FAX EXT Properties EHE

General l Connection | Address |

1.5, Robotics SEK Fak EXT

Port: COR1

Speaker volume

o _

Maximum speed

[115200 =]

-

Ok | Caticel
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4. In the Connection tabbed page, set Cancel the call if not connected within
to 60 seconds and set Disconnect a call if idle for more than to 1 minute.
Click OK. In the Modem Properties dialog box, click Close.

U1.5_ Roboticz 56K FAX EXT Properties EHE
General  Connection ] Address |

Connection preferences

Data bits: |2 hd
Parity: MHone A
Stop bitz: |1 -

Call preferences

¥ Wait for dial tone befare dialing

[¥ Cancel the call if not connected within (B0 zecs

v Dizconnect a call if idle for maore than |1 i

Adwvanced...
Ok | Caticel |

Configure the Internet Options

1. In the Control Panel window, double-click Internet Options.
2. In the properties dialog box, click the Connections tab.

Internet Properties K

General l Securit_l,l] Eontentl Eonnections] Programs] .-’-\dvanc:edl

Home page
ﬁ Y'ou can change which page to uze for pour home page.

Address: |http:££www.sophos.con‘l

| Uze Default | Use Blank

Temparary [nternet files
Pages you wiew on the Internet are stored in a special folder
= for quick viewing later.

Delete Files... Settings...

History
4 The History falder containg links to pages youtve visited, for
: quick access to recently viewed pages.

Days to keep pages in histony: 20 3: Clear History

Colars. .. | Fonts. .. | Languages... | Accgssibility...|

K | Cancel | Apply |
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3.

4.

In the Connections tabbed page, in the Dial-up settings section, highlight
the connection to be used by Enterprise Manager and select Always dial my

default connection. Then click Settings.

Internet Properties [ 7]

Eeneral] Securit_l,l] Cortent  Connections l Programs] .-’-\dvanc:ed]

0_ Usze the Intermnet Cotnection 'Wizard to

Setup...
—=J connect your computer to the Intermet.

Dial-up settings

Add

Bemaove

Ul

Settings...

" Mever dial a connection
" Dial whenever a network. connection is not present
% Always dial my default connection

Cument defaul. Mone Set Default

Local Area Metwork, [LAN] settings

iy

LAM Settings...

0k | Cancel | Apply

In the settings dialog box, in the Dial-up settings section, enter the User
name and Password supplied to you by your Internet Service Provider (i.e.

your usual internet account details). Click Advanced.

EM_connection Settings

Automatic configuration

Automatic configuration may override manual setings. To ensure the
uze of manual settings, dizable automatic configuration.

[ Autornatically detect settings

[ Use automatic configuration script

Prowy server

[ Use a prosy server

-

Dial-up zettings

Uszer narme: | uzer_name_from_your_|5P Froperties

xxxxxxxxxxxx
Password: Advanced

s

Diomair: |

ak | Canicel |
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5. In the Advanced Dial-Up dialog box, deselect the options to Disconnect if
idle and Disconnect when connection may no longer be needed. Click OK.
Then click OK again in each of the dialog boxes that are open.

Advanced Dial-Up (7]
T to connect |10 3: times

Wiait |5 Elj zeconds between attermpts Cancel

[ Disconnect if idie for 3 minutes

[ Dizconnect when connection may ne longer be needed

6. Start Internet Explorer. In the Dial-up Connection dialog box, check that
Save password is selected. Select Connect automatically. Click Connect.
Wait for the connection to be made (the auto-connect setting will not be
saved unless you connect to the internet).

Dial-up Connection

Select the service you want to connect
Bl to, and then enter your user name ahd

pazsword,
Connect to: |EM_cunnection ﬂ
Uzer name: |user_name_fram_paur_I5F'
PaSSWDrd HENENNEEEEEE

W Save paszword

LConnect | Settingz. .. Whork, Offling

7. Exit from Internet Explorer. Do not change the auto-disconnect settings.
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Protect the phonebook directory

1. In Explorer, go to the directory where you placed the new phonebook.
Right-click and select Properties.

2. In the Properties dialog box, select Read-only. Click Close.

ras Properties

General l Sharing ]

1az
Type: File Folder
Location:  C:AWIMMTWPrafiles\durnmy
Size: 897 bytes (837 bytes)

Containg: 1 Files, O Folders

M5-005 name:  raz

Created: Friday, February 07, 2002 17:36:06 Ak
Attributes: W onlé " Hidden
[ Archive r

Cloze |

3. Open the directory and make the phonebook file Read-only also.

You have finished configuring dial-up networking.
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Appendix 1.2 Dial-up connection on a Windows 2000 computer

You must configure the dial-up settings locally, i.e. on the computer where
you will install the EM library.

Configuring the dial-up connection on a Windows 2000 computer involves
three steps

W set up a new dial-up connection
W configure the dial-up connection

W configure the Internet Options.

Set up a new dial-up connection
1. Log on with the account that EM Library will use to access the internet.
2. On the taskbar, select Start|Settings|Control Panel.

3. In the Control Panel window, double-click Network and Dial-up
Connections.

4. In the Network and Dial-up Connections window, double-click Make New

Connection.
4 Network and Dial-up Connections 1Ol x|
File Edit ‘“iew Favorites Tools Advanced Help ﬁ
sHBack + = - £|| Qisearch £ Folders Q| FrEglr S S | Ed
Address Iﬂ Metwark and Dial-up Connections j G0
] . ﬂ ﬁzlh ;lh
=8 Lo L
g 1) Copy of UUNet dial-up
Network and Dial-up & Gl UMt disk-up
Connections

Make New Connection

The Metwork Connection wizard helps
wou create & new conneckion so that
wour compuker can have access to
other computers and networks,

|1 object(s) selected | ]
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5.

6.

wWelcome to the Network
Connection Wizard

Using this wizard vou can create a connection to other
computers and networks, enabling applications such as
e-mail, Web browsing, file sharing, and printing.

To continue, click Nest,

Cancel

Network Connection Wizard

Metwork Connection Type

‘f'ou can chaose the type of network connection you want to create, based on
your network, configuration and your networking needs.

&)

¢~ Dial-up to private network
Connect uzinhg my phote ling [madam or ISON].

l-up to the Internel

si'ng iy phohe line [maderm or [ISDM].

¢~ Connect to a private network through the Internet

Create aVirtual Private Metwark [VPN] connection or 'tunnel' through the Internet.

" Accept incoming connections
Let other computers connect to mine by phane line, the Intemet, or direct cable.

" Connect directly to another computer
Connect using my seral, parallel, or infrared port.

< Back I Hest > I Cancel

In the Welcome to the Network Connection Wizard dialog box, click Next.

In the Network Connection Type dialog box, select Dial-up to the Internet.
Click Next.
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7. In the Welcome to the Internet Connection Wizard dialog box, select | want
to set up my Internet connection manually ... Click Next.

Welcome to the Internet
Connection Wizard
The Internet Connection wizard helps vou connect your computer

to the Intermet. You can use this wizard to set up a new or
exigting Internet account,

| want ta sign up for a new Intermet account. [My telephane line
iz connected to my modem.]

| want to lransfer my existing Internet account to this computer.
[My telephaone line iz connected ta my modem.]

[ 1 want ta set up my Intermet connection manually, or | want ta
iconnect through a local area network, [LAN].

To leave your Internet settings unchanged. click Cancel.

Ta learn more about the Intemet, click Tutorial Tutarial |

< Back I Mest » I Cancel

8. In the Setting up your Internet connection dialog box, select | connect
through a phone line and a modem. Click Next.

Internet Connection Wizard 1'

Setting up your Internet connection

If you have an Intermet service provider account, you can use your phone ling and a modem
ta connect ta it IFyour computer is connected to a local area netwark [LAN], you can gain
access to the Internet over the LAN.

How do vou connect to the Intermet ?

* | connect through a phane line and a moder

| connect through a local area network: [LAN)

< Back I Mext » I Cancel
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9. In the Choose Modem dialog box, select your modem. Click Next.

Internet Connection Wizard 1'

Choose Modem

Select a modem to use to connect to the Intermet:

&

< Back I Mest » I Cancel

10.In the Internet account connection information dialog box, enter the dial-up
number for your Internet Service Provider. Click Next.

Internet Connection Yizard 5[

Step 1 of 3: Internet account connection information

Tepe the phone number pou dial to connect ta your |SP.

Area code: Telephone number:
|0845 ~ |00 oodo

LCountry/region narme and code:

[United Kingdom 44) =

v Use area code and dialing rules

To configure connection properties, click Advanced. Advanced |
[tost ISPz dao naot require advanced settings. ) =

< Back I Mest » I Cancel
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11.In the Internet account logon information dialog box, enter the User name
and Password supplied by your Internet Service Provider. Click Next.

Internet Connection Wizard ll

Step 2 of 3: Internet account logon information

Type the user name and password you use to log on to your ISP, Your user name may
aleo be referred to az your Member D or Uger 1D IF you do not know this information,
contact your |SP.

User name: Iuser_name_from_ISF‘
Password: I xxxxxxxxxxx

< Back I Mest » I Cancel

12.1n the Configuring your computer dialog box, enter a name for the dial-up
connection. Click Next.

Internet Connection Wizard 1'

Step 3 of 3: Configuring your computer

Information about your Internet account iz grouped together as a dial-up connection
and labeled with a name you provide.

Type a name for the dial-up connection. Thiz can be the name of your ISP or any name
you want ko use.

LConnection name:

Et4 Libramy connection

< Back I Mext » I Cancel
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13.In the Set Up Your Internet Mail Account dialog box, select No. Click Next.
x|

Set Up Your Internet Mail Account

An Internet maill pragran iz installed on vour computer. Intemet mail allows you to
receive and send e-mail meszages.

To successiully et up your Intemet mail account, you must have already signed up for
an e-mall account with an Intemet service provider and obtained important connection
information. If wow are missing any information the wizard asks you to provide, contact
your Internet service provider.

Do you want to set up an Internet mail account now?

 Yes
* Ng

< Back I Mest » I Cancel

14.In the Completing the Internet Connection Wizard dialog box, deselect To
connect to the Internet immediately ... and click Finish.

Internet Connection Yizard 5[

Completing the Internet Connection
Wizard

You have successfully completed the Internet Connection wizard.
“Y'our computer is now configured to connect ta your Intemet
account.

Irternet at any time by double-clicking the lntamet
Explarer icon on pour desktop.

After you cloze this wizard, you can connect to the @

O To connect to the Intemet immediately, select this box and then |
iclick Fimizh, H

To close the wizard, click Finizh

< Back I Finizh I Cancel
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Configure the dial-up connection

1. In the Network and Dial-up Connections window, right-click the new dial-up
connection. On the menu that is displayed, select Properties.

2. In the properties dialog box, click Configure.

Enterprise Manager Properties ﬂﬂ
General | Dptionsl Securit_l,ll Netwolkingl

Connect using:

@ tadem - Spartster Flash .80 Vaice PP [COM1)

~ Phone number
Area code: Phaone number:

j IEIDD ooodg &lternates |

Countryfregion code:
[ Urited Kingdam [44) =]

W Lse dialing rles Bules |

v Show icon in taskbar when connected

ak. Cancel

3. In the Modem Configuration dialog box, select Enable modem speaker.
Click OK.

Modem Configuration x|

%‘"} Sportster Flash .30 Vaoice PrP [COM1)

M aximum speed (bps):

Moderm pratocal

— Hardware features
v Enable hardvware flow control
v Enable modem emar contral

W Enable modem compression

~ Iwitislization

[~ Show terminal window

[~ Bun scripk: j

Edit,.. | Browse. . |

v Enable modem speaker

ak. I Cancel |

102



Appendices

In the properties dialog box, click the Options tab. Deselect Prompt for
name and password ... and Prompt for phone number. Set Idle time before
hanging up to 1 minute. Select Redial if line is dropped. Then click the

Networking tab.

General  Options | Securit_l,ll Netwolkingl

2]

— Dialing options
v Display progress while connecting
[ Prompt for name and password, cerlificate, ste.

[ Include Windows logon domain

s

— Redialing option:

¥ Redial it ine iz dropped

Redial attempts: |3 _I;
Time between redial attempts: |1 minute 'I
Idle time before hanging up: |1 minute 'I

ak I Cancel

In the Networking tabbed page, ensure that only the Internet Protocol
(TCP/IP) option is selected. Click OK.

Enterprise Manager Properties

Generall Dptionsl Securty  Metwarking |

Type of dialup zerver | am calling:

2l x|

I PPP: "Windows 95/98/NT 42000, Internet

Settingz |

Components checked are ugad by this connection:

=

7% MetBEUI Pratocal

T Internet Protocal [TCPAR)

[ = File and Prirter Sharing for Microsoft Metwarks

s

O Clignt for Microsoft Metwarks

Iretall.. Unirztall Properties

Dezcription

Tranzmigsion Control Protocal/Internet Pratocol. The default
wide area network. protocol that provides communication
acrozs diverse interconnected netwarks,

ak. I Cancel
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Configure the Internet Options
1. In the Control Panel window, double-click Internet Options.

2. In the Internet Properties dialog box, in the Connections tabbed page,
highlight the new dial-up connection. Click Set Default (if the connection is
not already the default). Select Always dial my default connection. Then
click Settings.

Internet Properties 2lx
General | Security | Privacy | Content Connections I Programsz | Advanced |
& Tosetup an Internet connection, click Setup..
E_. Setup. =

— Dialup and Yirtual Private Metwork zettings

Copy of LILMet diaI-_up Add
Erd Libram [O'efault]
& UUMet dialup BRemove

Choose Settings if you need to configure a proxy Settings. .
server for & connectioh.

i

= Never dial a connection
" Dial whenever a netwark connection is not present
& pAlways dial my default connection

Current default:  Enterprize b anager St Diefault

— Local Area Metwork, [LAM] setting:

LaM Settings do not apply to dial-up connections. LAM Settings...
Chooze Settings above for dial-up sethings.

|

QK. Cancel Lpply
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3.

4.

In the [Connection name] Settings dialog box, enter the User name and
Password supplied by your Internet Service Provider. Click Advanced.

Enterprise Manager Sekttings

2l x|

—Aukomatic configuration

Automatic configuration may owerride manual settings. To ensure the
use of manual settings, disable automatic configuration,

[~ Automatically detect settings

[~ Use automatic configuration scripk

Address I

—Proxy server

u Use a proxy server for this connection (These settings will nok

apply ko other conmections),
adwvanced, .. |

Address; I Bark: I

™ Bypass provy server for local addresses

r—Dial-up settings

User name: Iusel_name_from_ISF' Properties |
ez eeokoebodeok]
Passward: I | Advanced |
DComain: I
ok I Cancel

In the Advanced Dial-Up dialog box, set Disconnect if idle for to 20
minutes. Deselect Disconnect when connection may no longer be needed.

Click OK.

Try to connect IID 3: times
Wait lﬁ seconds between attempts
v Disconnect if idle For |2EI 3: rinutes

™ Disconnect when connection may no longer be needed;

Cancel |

21|

In the [Connection name] Settings dialog box, click OK. In the Internet

Options dialog box, click OK again.

You have finished configuring dial-up networking.
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Appendix 1.3 Dial-up connection on a Windows XP computer
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You must configure the dial-up settings locally, i.e. on the computer where
you will install the EM library.

Before you start, ensure that you have set up the network account that EM
Library will use to access the network and internet. For instructions on
creating a network account, see the EM Library Startup guide.

Configuring the dial-up connection on a Windows XP computer involves the
following steps:

W set up a new dial-up connection
B configure the dial-up connection
B enable automatic connection to the internet

B configure the Internet Options.

Set up a new dial-up connection

1.
2.

Select Start|Settings | Network and Dialup Connections.

In the Network Connections window, click Create a new connection.

" Network Connections | L“E'D_(]
File Edit ‘“ew Favorites Tools Advanced Help -#

W b =P .? /._"Search || Folders v

Address |e___ Metwaork Connections v | Go

. p— Y MName Tvpe Skakus Device M
Network Tasks g&dl | LAN or High-Speed Internet
@ Create & new connection L Local Area Connection LAM or High-Speed Inter...  Enabled 3Com Eth
#) Setup a home or smal
~ office network
See Also
*jf" Metwork Troubleshooter
Other Places
@ Control Panel
W) My Netwark Places
[} My Documents
i§ My Computer
Details
Metwork Connections
System Folder
< b3
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3. In the Welcome to the New Connection Wizard dialog box, click Next.

New, Connection Wizard

Welcome to the New Connection
Wizard

Thiz wizard helps pou:
* Connect to the Internet.

* Connect to a private network, such as pour workplace
niebwork.

* Setup a home or small office network.

To continue, click Next.

[ Mext> |[ Cancel

4. In the Network Connection Type dialog box, select Connect to the Internet.
Click Next.

New: Connection Wizard

Metwork Connection Type
Wwhat do pou want to do’?

Connect to the Intermet so pou can browse the 'web and read email.

() Connect to the network at my workplace
Connect to a business network [using dial-up or %¥PN] so you can work from home,
a field office, or anather location.

(") Set up a home or small office network
Connect to an existing home or small office netwark or set up a new one.

() Set up an advanced connection

Connect directly to another computer uging vour senial, parallel, or infrared port, or
zet up thiz computer 20 that other computers can connect to it

< Back ” Mest » l[ Cancel
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5. In the Getting Ready dialog box, select Set up my connection manually.
Click Next.

New: Connection Wizard

Getting Ready
The wizard is preparing to set up your Intemet connection.

How do you want to connect ta the Internet?

(C) Choosge from a list of Internet gervice providers [ISPs)

(©)Set y
For a dialup connection, you will need your account name, password, and a
phione number for your [5P. For a broadband account, you won't need a phone
riumber.

() Use the CD | got from an ISP

< Back ” Mest » l[ Cancel

6. In the Internet Connection dialog box, select Connect using a dial-up
modem. Click Next.

New, Connection Wizard

Internet Connection
How do vou want to connect to the Intermet?

Thiz type of connection uses a modem and a regular or ISDM phone line.

() Connect using a broadband connection that requires a user name and
password

Thiz iz a high-zpeed connection using either a DSL or cable modem. Y'our ISP may
refer to this type of connection as PPPoE.

() Connect using a broadband connection that is always on

Thiz iz & high-zpeed connection uzsing either a cable modem, DSL or LAN
connection. |tis always active, and doesn't require pou ta zign in.

< Back “ Mest » l[ Cancel
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7. In the Select a Device dialog box, select the dial-up device on your
computer that will be used to connect to the internet. Click Next.

New: Connection Wizard
Select a Device
This iz the device that will be used to make the connection.

‘t'ou have more than one dial-up device on pour computer.

Select the devices to use in this connection:

available ISDM lines multi-linked
£ 1SDN channel - &M NDIS Wi CAPI Driver
D@ ISDM channel - A%k NDIS 'wWAN CAPI Driver

< Back ” Mest » l[ Cancel

8. In the Connection Name dialog box, in the ISP Name text box, type a name
for the connection, for example EM followed by the name of your internet

service provider (ISP).

New: Connection Wizard
Connection Hame
Wwihat iz the name of the service that provides pour Intermet connection?

Type the name of your |5 in the following box.
ISP Mame
EM_ISP

The name vou type here will be the name of the connection you are creating.

< Back ” Mest » l[ Cancel
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9. In the Phone Number to Dial dialog box, type the phone number for your
internet service provider (ISP). Your ISP should have provided this number.

New: Connection Wizard
Phone Humber to Dial
wihat iz your ISP's phone number?

Type the phone number below.

Phone number:
9,0245111224

“Y'ou might need to include & "' or the area code, or bath. If you are nat sure
you need the extra numbers, dial the phone number on your telephone. 1f pou
hear a modem sound, the number dialed iz corect.

< Back ” Mest » l[ Cancel

10.In the Internet Account Information dialog box, enter the username and
password supplied by your ISP (NOT those supplied by Sophos). Then select
Use this account name and password whenever anyone connects to the
Internet from this computer, Make this the default Internet connection and
Turn on Internet Connection Firewall for this connection. Click Next.

New. Connection Wizard
Internet Account Information
'ou will need an account name and password to sign in to your Intermet account,

Type an ISP account name and pazsward., then write down this information and store it in a
zafe place. [|If you have fargotten an existing account name or password, contact your ISP

User name: ISP User.Name
Password: sesssens
Confirmn pagsword: cssnnnnsl

Uge thiz account name and password when anyone connects to the Internet from
thiz computer

Make this the default Intemet connection

Turm on Internet Connection Firewall for this connection

< Back ” Mest » l[ Cancel
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11.In the Completing the New Connection Wizard dialog box, click Finish.

New: Connection Wizard

Completing the New Connection
Wizard
You have successfully completed the steps needed to
create the following connection:
EM_ISP
* Make this the default connection
* This connection is firewalled

* Share with all uzers of thiz computer
* |Jze the zame uzer name & password for everone

The connection will be saved in the Network
Connections falder.

[]itadd a shortout to this connection to my desktor

To create the connection and cloge this wizard, click Finish.

< Back “ Finizh l[ Cancel

12.The connection dialog box is displayed. Check the details. Then click Dial to

test the connection.

If the connection works, close the dialog box and return to the NetWork
Connections dialog (see step 1) to configure the connection, as described

below.

Connect EM_ISP

User name: ISP User Mame

Passward: fTa chamga fhe raved paseword ook haraf
Save thiz uzer name and pasaword for the fallawing users:
() Me anly

(5) Anyane wha uzes this computer

Dial: 908451112224 v

Dial ][ Cancel ][ Praperties ][ Help
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Configure the dial-up connection

1. In the Network Connections window, the new connection should be
displayed in the list. Right-click it and select Properties.

2. In the properties dialog box, click the Options tab. In the Dialing options
panel, ensure that all the options are unchecked (apart from Display
progress while connecting, which you can leave selected if you want to see
a progress bar when the connection is made). Click OK.

= EM_ISP Properties @@

General | Options | Security | Metwarking | Advanced

Dialing optionz
[¥IiDisplay progress while connecting
[ Brompt for name and pagsword, certificate, ste.

[ Inchude Windows logon damain
[] Prampt for phane pumber

Redialing options

Redial attempts: 3 :
Time between redial attempts: 1 minute w
Idle time before hanging up: 5 minutes hd

Redial if ine iz dropped

Multiple devices

Dial all devices v

.25

Ok l [ Cancel
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Enable automatic connection to the internet

1. Right-click My Computer and select Manage Computer.

2. In the Computer Management window, double-click Services and
Applications. Then double-click Services in the list in the right-hand pane.

g Computer, Management

=) File

i8] ]

+ Shared Folders
+ Local Users and Groups

=) Device Manager

i Disk Defragmenter
Disk Management

&%) Performance Logs and Alerts

Action  Yiew  Window  Help
- BN
I Computer Management {Local) Marme Type | Description
=, System T°°!5 8 Services starts, stops, and config
+ Event Viewer % WM Control Extension Snap-in Configures and controls
[(Aindexing Service Extension Snap-in Provides Fast and Flexible

In the list of services, scroll down and select Remote Access Auto

Connection Manager. Check that the status is “Started”. If it is not,
right-click on the entry and select Start.

Then right-click on the service again and select Properties.

LI Computer Management

= e
- | @

Computer Management {Local)
= ﬁ% System Tools

+ ﬁ]] Event Wiewet

+ Shared Folders

+ Local Users and Groups

+- 34 Performance Logs and Alerts

=), pevice Manager

= & Storage
+ Removable Storage
Disk Defragmenter
Disk Management

= & Services and Applications

Services
WL Cantrol

+ g Indexing Service

Action  Wiew

window  Help

Remote Access Auto Connection
Manager

Stop the service
Restart the service

Description:

Creates a connection to a remate
network whenever a program references
a remate DMS or MetBIOS name or
address,

hame | Description | Status
%Logical Disk Manager Administrative Service Configures hard disk drives and v...

Messenger Transmits net send and Alerter 5., Started

%MS Software Shadow Copy Provider Manages software-based walume. ..
%Net Logon Supports pass-through authentic. ..
%NetMeat\ng Remaote Deskkop Sharing Enables an autharized user ko ac,.,
%Network Connections Manages objects in the Metwork. ... Started
%Natwork DDE Provides network bransport and 5.

Metwarl, DDE DSDM Manages Dynamic Data Exchang...

%Netwnrk Location Awareness (hLAY Collects and stores network confi...  Started
%NT LM Security Support Provider Provides security to remote proc,,,
%Parformance Logs and Alerts Collects performance data from 1.,
%P\ug and Play Enables a computer to recognize ... Started
%Portable Media Serial Number Retrieves the serial number of an...  Started
%Print Spooler Loads Files to memory For later pr...  Started
%Protected Storage Prowides protected storage for .., Started
%QDS RSWP Provides network signaling and lo. ..

& Auto Connecti
%Remota Access Connection Manager
%Remota Deskkap Help Session Manager

n ko &
Creates a nebwork connection,

Manages and controls Remote As. ..

Started
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4.

In the properties dialog box, check that the Startup type is set to Automatic.
Click OK. Then configure the Internet Options, as described below.

Remote fccess Auto Connection Manager Properties (L... @

General | Log On | Recovery | Dependencies

Service name: Raztuto

Dizplay name:

Description: Creates a connection to a remate netwark whenever A
b a program references a remote DMS or MetBIOS

Path to executable:
C:w/INDOW S System32havchast exe -k netsvos

Startup tupe: Autornatic w

Service status:  Started

“ou can specify the start parameters that apply when you start the service
from here.

Ok, ][ Cancel ][ Apply

Configure the Internet Options

1.
2.

In the Control Panel window, double-click Internet Options.

In the Internet Properties dialog box, in the Connections tabbed page,
highlight the new dial-up connection. Click Set Default (if the connection is
not already the default). Select Always dial my default connection. Then
click Settings.

In the [Connection name] Settings dialog box, enter the User name and
Password supplied by your Internet Service Provider. Click Advanced.

In the Advanced Dial-up dialog, set Disconnect if idle for to 20 minutes.
Deselect Disconnect when connection may no longer be needed. Click OK.

In the [Connection name] Settings dialog box, click OK. In the Internet
Options dialog box, click OK again.

You have finished configuring dial-up networking.
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Appendix 2 Scripting updates and initiating
automatic updates of child libraries

@ To follow the instructions below, you require an understanding of simple
batch scripts and of how to change registry settings. If you are unfamiliar
with these topics, seek expert advice.

Libraries can be made to perform an update by external programs using the
“EMLexp.exe” application found in the “\\server\sophosem\bin” folder. The
syntax is:

EMLexp update \\server\sophosem

Remote child libraries can also be told by the parent library to initiate
updates in this way.

This means it is possible to trigger the downloading of child libraries as soon
as their parent library has updated itself from the Sophos databank. This
reduces delays in distributing updates across the organisation.

Triggering child library updates automatically

To trigger updating of child libraries, you make the parent library run a batch
file automatically after it has successfully updated itself. This ensures that
the child libraries will perform an update regardless of the mechanism that
triggered the parent to update.

1. Create a batch file called “UPD_LIB.BAT” in “c:\progam files\sophos
enterprise manager\library\bin”. A sample file is reproduced below. Edit the
line(s) beginning “emlexp”, inserting entries for each of your child libraries.
If you also have grandchild libraries, ensure that they are updated after their
respective parents:

@cho off
rem UPD LIB.BAT -- An EM Library utility

rem Version 1.00
rem Copyright (c) 2003, Sophos Plc, ww. sophos.com
remI|f received as a text file rename to UPD LI B. BAT.

rem UPD_LI B. BAT
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rem The purpose of this file is to tell child libraries to
rem perform updates once this parent l|ibrary has updated
rem successful ly.

remTo configure it, edit the entries at the bottom of the
remfile beginning with “emexp...”

rem**** CAUTI ONI '] **x*x*

rem This programis run with the same admnistrative rights
rem as the EM network account.

rem This may be a domain adnmin. You MUST restrict the
rem access rights to this file to prevent accidental or
rem deliberate alteration.

rem----------

rem Place this file in the sanme | ocation as “enl exp. exe”.
rem This is assunmed to be in:

rem “c:\programfiles\sophos enterprise nmanager\library\bin”

rem This program can be nade to run whenever an EM Li brary
rem perforns an update, by adding the followi ng registry
rem Kkeys:

rem

rem DWORD HKEY_LOCAL_MACHI NE\ SOFTWARE\ sophos\
rem Enterprise Manager\enabl escript =1

rem and,

rem String val ue
rem HKEY_LOCAL_MACHI NE\ SOFTWARE\ sophos\ Ent er pri se
rem Manager\scriptpath =

rem “c:\programfil es\sophos enterprise manager\ |ibrary\
rem bin\upd |ib.bat”

rem

EE R R Ik b b b S b I I I I I O Sk R R R R R S S S I S R R Rk S I S I O

rem ******x*F| RST, CHECK FOR DOANLOAD FAI LURESH * % * %% % % s % % & %

rem RR R R e b S S R R R I Ik kb b I R S S S S S S S b Sk R IR S S S I S S Sk

rem This programreceives three argunments from EM Li brary
rem which indicate the circunmstances under which it is being
rem run, and whether EM Li brary succeeded or failed
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rem First, check if it’s being run with no argunents.

| f

rem not, this means it’s being run outside EM Library.

remlt wll trigger imediate updates in the child

l'ibraries:
»mai n_entry_point

if “94”=="" goto start

remI|f argunents are included, check for downl oad failures:

if not “9%"=="TaskEnd” goto end

remSo it was called either after a successful library
rem downl oad. . .

if “9@”=="Updat eTask” goto end

rem...or after a successful deploynent to the CIDs. This is

remthe one we want:

if “9@”=="Updat eDepl oy” goto update_depl oy
goto end

:updat e_depl oy

remBut first, check that the deploynent to Cl Ds was
rem successful :

if not “98"=="0" (
goto end

)

rem

rem EIR R I I b b b b b b S R R R S b b b b S b IR R R I S b S b b S b

rem *kkkkkkk*x Update the ||brar|es *kkkkhkkkkhkkhkkkhkhkhkkk*k

rem ER R I I b b I b b b b S R R S b b b b S b IR R R S I b S b b S b

cstart

rem For each library that is to be updated, enter
remline along the |ines of:

rem “em exp update \\server\sophoseni.

rem For exanple, there may be two child libraries,
rem conputers called “serverl” and “server2”:

enl exp update \\server 1\ sophosem
em exp update \\server?2\sophosem

:end

a

on
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2. Add the following registry entries, to ensure that the script runs whenever

this EM Library is updated:
Add the DWORD

HKEY LOCAL MACH NE\ SOFTWARE\ sophos\ Ent er pri se Manager\
enabl escript =1

Add the Stri ng val ue

HKEY _LOCAL NMACH NE\ SOFTWARE\ sophos\ Ent er pri se Manager\scriptpath =
“c:\programfil es\sophos enterprise manager\library\bin\
upd _Iib. bat”

The child libraries will look for an update whenever the parent has
successfully checked for an update; there will not necessarily be any new
files to download.

The child libraries do not need to have frequent automatic updates
configured via their own schedulers because they should always be notified
when there might be updates to download. However, in case there is a
problem with communication between the parent and child libraries, a daily
scheduled update is still a good idea.

Note that libraries can only be told to update using scripts such as these if
the parent library can communicate with child libraries via a UNC
connection. Child libraries that cannot be contacted via UNC connection
must rely on their own schedulers to check for updates.
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Glossary

Child library A library (see below) which downloads software
packages from another installation of EM Library.

CID (Central Installation Directory)
A central location on a network from which Sophos
Anti-Virus is installed and updated.

Console An MMC 1.2 (Microsoft Management Console)
snap-in that lets you administer a library.

Databank A remote site that holds the latest software packages
validated by Sophos. At present, the databank is a
Sophos website, databank.sophos.com/databank.

Library A central location to which you download software
packages.
Packages Sophos products or files (e.g. Sophos Anti-Virus,

virus identities and administration tools) in a form
suitable for downloading.

Parent The location (Sophos databank) from which you
download software packages.

Publish Make software packages available to any connected
child libraries.

SAVAdmin A Sophos administration tool that enables you to
copy and paste installations of Sophos Anti-Virus
between Windows NT/2000/XP computers on a
network, and check they are up to date. See also the
SAVAdmin user manual.

Subscribe Specify a package that you want to download and
have updated automatically in future.
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Index

A
alerts 25
C

central installations
about 44
accounts used for updating 44
adding 45-50
adding multiple installations 51-53
additional 44
changing location 56
configuring 54-57
defined 120
integrity checking 57
manual updating 58-59
scheduling updates 55
specifying credentials 57
updating 58-59
CID credentials
global 22, 44
individual 44, 57
CIDs, see central installations
configuration view 14
console
configuring display 15
connecting to extra libraries 68-70
defined 120
details pane 11

opening 10

tree 11
customising packages 31-36
D

databank 120

dial-up connection
configuring under Windows 2000 96-105
configuring under Windows NT 87-95
configuring under Windows XP 106-114

download packages 30

E

EM Library
alerts 25
authorised users 23
on large networks 40
EM Library account
changing 23
evaluating software 42, 74

F

fixed versions of Sophos Anti-Virus
about 74
downloading 75-78
for multiple CIDs 79-84

integrity checking
for a library 21
for CIDs 21

L

last download time 12
library 120
adding 63-71
changing settings 14
child 63-71
configuring 18-22
library credentials
special 22

M

message log 13
options 15

N
next download time 12

P

package
details 37
packages
customising 31-36
subscribing to 28
unsubscribing 29
updating from parent 30
parent library 120
primary parent 19
publish 120

S

SAVAdmin 120
secondary parent 19
subscribe 28, 120

U

unsubscribe 29
update schedules 20
updating

the library 30
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